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1. Owerview of ICE

There are numerous possible intéent protocols, with mansimilarities and common needs - authentica-
tion, version ngotiation, byte order mmtiation, and so onThe InterClient Exchange (ICE) protocol is
intended to preide a framevork for building such protocols, alaing them to ma& use of common rgo-
tiation mechanisms and to be multiegd over a Sngle transport connection.

2. ThelCE Library - C Language Interface to ICE

A client that wishes to utilize ICE must Erglister the protocols it understands with the ICE librdtgch
protocol is dynamically assigned a major opcode ranging from 1-2%bdiemts can use diérent major
opcodes for the same protocolfhe net step for the client is either to open a connection with another
client or to vait for connections made by other clienfsuthentication may be required client can both
initiate connections with other clients and baitimg for clients to connect to itself (a nested session man-
ager is an>xample). Oncean ICE connection is established between the dients, one of the clients
needs to initiate #rotocolSetupin order to "actiate” a gien protocol. Oncehe other client accepts the
ProtocolSetup(once agin, authentication may be required), the tients are ready to start passing mes-
sages speciCEc to that protocol to each.oMaltiple protocols may be agg m a sngle ICE connection.
Clients are responsible for notifying the ICE library when a protocol is no longee actean ICE connec-
tion, although ICE does not deEne kach subprotocol triggers a protocol shutdo

The ICE library utilizes callbacks to process incoming messéadsig callbacks allws ProtocolSetup
messages and authentication to happen behind the so&nesdditional bene(Et is that messagesrne
need to be Wiffered up by the library when the client blockaitmg for a particular message.

3. IntendedAudience

This document is intended primarily for implementors of protocol libraries layered on top ofTiQE.

cally, applications that wish to utilize ICE will makealls into indvidual protocol libraries rather than
directly male alls into the ICE library Howeve, some applications will hae b make some initial calls

into the ICE library in order to accept ICE connections (k@meple, a session manager accepting connec-
tions from clients).But in general, protocol libraries should be designed to hide the inner details of ICE
from applications.

4. HeaderFiles and Library Name

The header (EleXd1/ICE/ICElib .h> deCEnes all of the ICElib data structures and function prototypes.
ICElib .h includes the header EIXKL/ICE/ICE.h >, which deEnes all of the ICElib constafsotocol
libraries that need to read and write messages should include the headét THEEICEmMsg.h>.

Applications should link aajnst ICElib using -lICE.

5. Noteon PreExes

The folloving name pre®sx are used in the library to distinguish between a client that initid®esta-
colSetupand a client that responds witiPaotocolReply:

f IcePo - | ce Protocol Originator
f IcePa - | ce Protocol Acceptor

6. Protocol Registration

In order for two dients to &change messages for aai protocol, each side mustgister the protocol with

the ICE library The purpose of ggstration is for each side to obtain a major opcode for the protocol and to
provide callbacks for processing messages and handling authentictliere are tw separate rgistration
functions:

f (ne to handle the side that doeBratocolSetup
f (ne to handle the side that responds witfratocolReply

It is recommended that protocolgistration occur before the tndients establish an ICE connectioff.
protocol rgistration occurs after an ICE connection is created, there can be a brieflioféiwme in which
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a ProtocolSetupis receved, kut the protocol is not ggstered. Ifit is not possible to ggster a protocol
before the creation of an ICE connection, proper precautions shoulcebetdadoid the abwe race condi-
tion.

The IceRegisterForProtocolSetupfunction should be called for the client that initiateBratocolSetup

int IceRaisterForProtocolSetupgrotocol_namevendor, release version_counjfversion_ecs
auth_counfauth_namesauth_ppocs, io_error_proc)
char *protocol_name
char *vendor,
char *elease
int version_count
IcePo\érsionRec Yersion_lecs
int auth_count
char **auth_namegs
IcePoAuthProc &uth_pocs,
IcelOErrorProdo_error_proc;

protocol_name A string specifying the nhame of the protocol tgister

vendor A vendor string with semantics speci®ed by the protocol.

release A release string with semantics speci®ed by the protocol.
version_count The number of dférent \ersions of the protocol supported.

version_ecs List of versions and associated callbacks.

auth_count The number of authentication methods supported.

auth_names  The list of authentication methods supported.

auth_pocs The list of authentication callbacks, one for each authentication method.
io_error_proc 10 error handleror NULL.

IceRegisterForProtocolSetup returns the major opcode resedvor -1 if an error occurredn order to
actually actvate the protocol, théceProtocolSetup function needs to be called with this major opcode.
Once the protocol is agtited, all messages for the protocol should be sent using this major opcode.

A protocol library may support multipleevsions of the same protocdlhe \ersion_recs gument speci-

®es a list of supportedevsions of the protocol, which are prioritized in decreasing order of preference.
Each ersion record consists of a major and minarsion of the protocol as well as a callback to be used
for processing incoming messages.

typedef struct {

int major_\ersion;

int minor_\ersion;

IcePoProcessMsgProc process_msg_proc;
} I cePo\érsionRec;

The IcePoProcessMsgPoc callback is responsible for processing the set of messages that can \@lrecei
by the client that initiated thBrotocolSetup For further information, see section 6. Callbacks for Pro-
cessing Messagés.

Authentication may be required before the protocol can beconwe.agtie protocol library must gister
the authentication methods that it supports with the ICE librahe auth_names and auth_procguar
ments are a list of authentication names and callbacks thatiargdized in decreasing order of preference.
For information on thécePoAuthProc callback, see section 6.2Authentication Methods.
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The IcelOErr orProc callback is inoked if the ICE connection umpectedly breaks.You should pass
NULL for io_error_proc if not interested in being noti®efor further information, see section 1Zrror
Handling:

The IceRegisterForProtocolReply function should be called for the client that responds terato-
colSetupwith a ProtocolReply.

int IceRaisterfForProtocolReplyprotocol_namevendor, release version_countversion_ecs

auth_countauth_namesauth_pocs, host_based_auth_gc, protocol_setup_jarc,
protocol_activate puc, io_error_proc)

char *protocol_name

char *vendor,

char *elease

int version_count

IceRaVersionRec version_lecs

int auth_count

char **auth_namegs

IcePaAuthProc ‘auth_pocs,

IceHostBasedAuthPrdwost_based_auth_gc;

IceProtocolSetupPrqgarotocol_setup_juc;

IceProtocolActvateProcprotocol_activate pic;

IcelOErrorProdo_error_proc;

protocol_name A string specifying the hame of the protocol tgister

vendor A vendor string with semantics speci®ed by the protocol.

release A release string with semantics speci®ed by the protocol.
version_count The number of dférent \ersions of the protocol supported.

version_ecs List of versions and associated callbacks.

auth_count The number of authentication methods supported.

auth_names  The list of authentication methods supported.

auth_pocs The list of authentication callbacks, one for each authentication method.

host_based_auth_gpc
Host based authentication callback.

protocol_setup_pc
A callback to be imoked when authentication has succeeded fdPratocolSetup but
before theProtocolReplyis sent.

protocol_activate_pc
A callback to be imoked &ter the ProtocolReply is sent.

io_error_proc 10 error handleror NULL.

IceRegisterForProtocolReply returns the major opcode resedvor -1 if an error occurredThe major
opcode should be used in all subsequent messages sent for this protocol.

A protocol library may support multipleevsions of the same protocdlhe \ersion_recs gument speci-

®es a list of supportedevsions of the protocol, which are prioritized in decreasing order of preference.
Each ersion record consists of a major and minarsion of the protocol as well as a callback to be used
for processing incoming messages.
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typedef struct {

int major_\ersion;

int minor_\ersion;

IceRaProcessMsgProc process_msg_proc;
} | ceRVersionRec;

The IcePaProcessMsgPoc callback is responsible for processing the set of messages that can\@lrecei
by the client that accepted th&rotocolSetup For further information, see section 6.1Callbacks for
Processing Messages.

Authentication may be required before the protocol can beconwe.agtie protocol library must gister

the authentication methods that it supports with the ICE librahe auth_names and auth_procguar

ments are a list of authentication names and callbacks that are prioritized in decreasing order of preference.
For information on thdcePaAuthProc callback, see section 6.2AuUthentication Methods.

If authentication dils and the client attempting to initiate tReotocolSetup has not required authentica-
tion, the IceHostBasedAithProc callback is inoked with the host name of the originating clienf.the
callback returnsTrue, the ProtocolSetup will succeed, een though the original authenticatioailed.
Note that authentication canfedtively be disabled by gistering anlceHostBasedAithProc, which
always returns True. If no host based authentication is alled, you should pass NULL for
host_based_auth_proc.

typedef Bool (*lceHostBasedAuthProc) ();

Bool HostBasedAuthPrgbost_namg
char *host_name

host_name The host name of the client that sent FvetocolSetup

The host_name gument is a string of the forprotocol/hosthamewhereprotocol is one of {tcp, decnet,
local}.

BecauseProtocolSetupmessages and authentication happen behind the scenes via callbacks, the protocol
library needs some ay of being noti®ed when thBrotocolSetup has completed.This occurs in tw
phases. Iinhe ®rst phase, theeeProtocolSetupPoc callback is imoked after authentication has success-

fully completed bt before the ICE library sendsRaotocolReply. Any resources required for this proto-

col should be allocated at this timé. the IceProtocolSetupPoc returns a successful status, the ICE
library will send theProtocolReply and then ioke the IceProtocolActivateProc callback. Otherwise,

an error will be sent to the other client in response tdtiotocolSetup

The IceProtocolActivateProc is an optional callback and should bgistered only if the protocol library
intends to generate a message immediatelyviollp the ProtocolReply. You should pass NULL for pro-
tocol_actvate_proc if not interested in this callback.
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'* typedef Status (*lceProtocolSetupProc) ();

Status ProtocolSetupPrgce_connmajor_vesion, minor_vesion, vendor, release
client_data_et, failure_reason_et)
IceConnice_conn
int major_vesion;
int minor_vesion;
char *vendor,
char *elease
IcePointer tlient_data_et;
char **failure_reason_et;
ice_conn The ICE connection object.
major_vesion The major ersion of the protocol.
minor_vesion  The minor ersion of the protocol.
vendor The endor string rgistered by the protocol originator
release The release string gestered by the protocol originator
client_data_et Client data to be set by callback.

‘ failure_reason_etFalure reason returned.

The pointer stored in the client_data_regusment will be passed to tHeePaProcessMsgPoc callback
wheneer a message has avad for this protocol on the ICE connection.

The wendor and release strings should be freed fwgk when thg are no longer needed.

If a failure occurs, théceProtocolSetupPioc should return a zero status as well as allocate and return a
failure reason string ireflure_reason_ret. THEE library will be responsible for freeing this memory

The IceProtocolActivateProc callback is de®ned as folls:

'* typedef wid (*lceProtocolActvateProc)();

void ProtocolActvateProc(ce_connclient_datg
IceConnice_conn
IcePointerclient_datg

ice_conn The ICE connection object.
‘ client_data The client data set in tHeeProtocolSetupPoc callback.

The IcelOErr orProc callback is inoked if the ICE connection umpectedly breaks.You should pass
NULL for io_error_proc if not interested in being noti®efor further information, see section 1Frror
Handling:

6.1. Callbacksfor Processing Messages

When an application detects that there i ata to read on an ICE connection (g@lec), it calls the
IceProcessMessageRinction (see section 9Processing Messaggs' When IceProcessMessageeads
an ICE message header with a major opcode other than zerodrefmrthe ICE protocol), it needs to call
a function that will read the rest of the message, unpack it, and process it accordingly

If the message awgs & the client that initiated th@rotocolSetup the IcePoProcessMsgPoc callback is
invoked.
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typedef wid (*IlcePoProcessMsgProc)();

void PoProcessMsgPréice _connclient_datg opcode length, swap reply_wait, reply _ready_et)
IceConnice_conn
IcePointerclient_datg
int opcode
unsigned londength;
Bool swap
IceReplyWaitinfo *reply_wait;
Bool *reply_ready et;

ice_conn The ICE connection object.

client_data Client data associated with this protocol on the ICE connection.
opcode The minor opcode of the message.

length The length (in 8-byte units) of the messaggdmel the ICE header
swap A - ag that indicates if byte pping is necessary

reply_wait Indicates if the imoking client is vaiting for a reply

reply _ready et If settoTrue, a reply is ready

If the message augs & the client that accepted tiRrotocolSetup the IcePaProcessMsgPoc callback is
invoked.

typedef wid (*lcePaProcessMsgProc)();

void PaProcessMsgProize_connclient_datg opcode length, swap
IceConnice_conn
IcePointerclient_datg

int opcode

unsigned londength;

Bool swap
ice_conn The ICE connection object.
client_data Client data associated with this protocol on the ICE connection.
opcode The minor opcode of the message.
length The length (in 8-byte units) of the messaggdmel the ICE header
swap A - ag that indicates if byte pping is necessary

In order to read the message, both of these callbacks should use the macros de®ned for this purpose (see
section 12.2,"Reading ICE Messag@8s' Note that byte swpping may be necessamis a @rvenience,
the length ®eld in the ICE header will beagwped by ICElib if necessary

In both of these callbacks, the client_datguanent is a pointer to client data thaaswrgistered atProto-
colSetup time. Inthe case oficePoProcessMsgPoc, the client data as set in the call téceProto-
colSetup. In the case ofcePaProcessMsgPoc, the client data as set in théceProtocolSetupPoc call-
back.

The IcePoProcessMsgPoc callback needs to check the rephaitvaigument. Ifreply_wait is NULL , the
ICE library epects the function to pass the message to the client via a callbackxample, if this is a
Session ManagemenSave Yourself' message, this function should notify the client of {t8a/e Your
self" via a callback.The details of he such a callback wuld be de®ned are implementation-dependent.

However, if reply_wait is not NULL , then the client isaiting for a reply or an error for a message ivpre
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ously sent.The reply_vait is of typelceReplyWaitInf o.

typedef struct {
unsigned long sequence_of request;
int major_opcode_of_request;
int minor_opcode_of_request;
IcePointer reply;

} | ceReplyViitinfo;

IceReplyWaitinf o contains the major/minor opcodes and sequence number of the message for which a
reply is being waited. It also contains a pointer to the reply message to be ®lled in (the protocol library
should cast thidcePointer to the appropriate reply type)n most cases, the reply will ' ©me ®ed-

size part, and the clientaiting for the reply will hae provided a pointer to a structure to hold thise@ix

size data.If there is \ariable-length data, it @uld be @pected that thécePoProcessMsgPoc callback

will have © dlocate additional memory and store pointer(s) to that memory in tleel-8ixe structurelf

the entire data isariable length (forxaample., a singleariable-length string), then the clienaiting for

the reply vould probably just pass a pointer toegixsize space to hold a pointard thelcePoProcessMs-

gProc callback would allocate the storage and store the pairtds the responsibility of the client reeei

ing the reply to free anmemory allocated on its behalf.

If reply_wait is not NULL andlcePoProcessMsgPoc has a reply or error to return in response to this
reply_wait (that is, no callback as generated), then the reply_ready_retiment should be set r ue.
Note that an error should only be returned if it corresponds to the reply baiieg ior Otherwise, the
IcePoProcessMsgPoc should either handle the error internally orake an error handler for its library

If reply_wait is NULL, then care must be &k not to store gnvalue in reply_ready ret, because this
pointer may also be NULL.

The IcePaProcessMsgPoc callback, on the other hand, shouldials pass the message to the client via a
callback. r example, if this is a Session Managemeéhiteract Requestimessage, this function should
notify the client of the'Interact Requestvia a callback.

The reason thécePaProcessMsgPoc callback does not ke a eply wait, like IcePoProcessMsgPoc
does, is because a process that is acting as er sttould neer block for a reply (in®nite blocking can
occur if the connecting client does not act propeyying access to other clients).

6.2. Authentication Methods

As already stated, a protocol library musiiséer the authentication methods that it supports with the ICE
library. For each authentication method, there are dallbacks that may be gestered:

One to handle the side that initiateP@tocolSetup
One to handle the side that accepts or rejects this request

IcePoAuthProc is the callback imoked for the client that initiated thEBrotocolSetup This callback must
be able to respond to the initiahuthentication Requiredmessage or subsequemkuthentication Nt
Phasé'messages sent by the other client.
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'* typedef IcePoAuthStatus (*lcePoAuthProc)();

IcePoAuthStatus PoAuthPr@ice_connauth_state ptrclean_up swap auth_datalenauth_data
reply_datalen_et, reply_data_et, error_string_et)
IceConnice_conn
IcePointer ‘auth_state ptr
Bool clean_up
Bool swap
int auth_datalen
IcePointerauth_data
int *reply_datalen_et;
IcePointer teply_data_et;
char **error_string_et;
ice_conn The ICE connection object.
auth_state_ptr A pointer to state for use by the authentication callback procedure.

clean_up If True, authentication is wer, and the function should clean upyastate it was main-
taining. Thelast 6 aguments should be ignored.

swap If True, the auth_data may ¥ be byte swapped (depending on its contents).
auth_datalen  The length (in bytes) of the authenticator data.

auth_data The data from the authenticator

reply_datalen_etThe length (in bytes) of the reply data returned.

reply_data_et The reply data returned.

error_string_et If the authentication procedure encounters an error during authentication, it should allo-
‘ cate and return an error string.

Authentication may require weral phases, depending on the authentication methsda result, thdce-
PoAuthProc may be called more than once when authenticating a client, and some stateevitl ba
maintained between eachvatation. Atthe start of eacliProtocolSetup *auth_state_ptr is NULL, and
the function should initialize its state and set this paintersubsequent wocations of the callback, the
pointer should be used to get ay atate preiously stored by the callback.

If needed, the netwk ID of the client accepting thBrotocolSetup can be obtained by calling tHee-
ConnectionString function.

ICElib will be responsible for freeing the reply_data_ret and error_string_ret pointerfs @éth

The auth_data pointer may point to alatile block of memory If the data must beept bgond this
invocation of the callback, be sure to makopy of it.

The IcePoAuthProc should return one of fouralues:
IcePoAuthHaveReply areply is aailable.
IcePoAuthRejected a uthentication rejected.
IcePoAuthFailed a uthentication diled.
IcePoAuthDoneCleanup d one cleaning up.
IcePaAuthProc is the callback imoked for the client that recegd the ProtocolSetup
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'* typedef IceRAuthStatus (*lce®AuthProc) ();

IcePaAuthStatus 8AuthProc{ce_connauth_state_ptrswap, auth_datalenauth_datg
reply_datalen_et, reply_data_et, error_string_et)

IceConnice_conn

IcePointer ‘auth_state ptr

Bool swap

int auth_datalen

IcePointerauth_data

int *reply_datalen_et;

IcePointer teply_data_et;

char **error_string_et;
ice_conn The ICE connection object.
auth_state_ptr A pointer to state for use by the authentication callback procedure.
swap If True, auth_data may hee © be byte swapped (depending on its contents).
auth_datalen  The length (in bytes) of the protocol originator authentication data.
auth_data The authentication data from the protocol originator
reply_datalen_etThe length of the authentication data returned.
reply_data_et The authentication data returned.

‘ error_string_et If authentication is rejected aaifs, an error string is returned.

Authentication may require w&ral phases, depending on the authentication metii®d.a result, the
IcePaAuthProc may be called more than once when authenticating a client, and some stateentil iea
maintained between eachvatation. At the start of eachProtocolSetup auth_datalen is zero,
*auth_state_ptr is NULL, and the function should initialize its state and set this pdimtarbsequent
invocations of the callback, the pointer should be used to gey atada preiously stored by the callback.

If needed, the netwk ID of the client accepting thBrotocolSetup can be obtained by calling tHee-
ConnectionString function.

The auth_data pointer may point to alatile block of memory If the data must beept bgond this
invocation of the callback, be sure to makopy of it.

ICElib will be responsible for transmitting and freeing the reply_data_ret and error_string_ret pointers with
free

The IcePaAuthProc should return one of fouralues:
IcePaAuthContinue ¢ ontinue (or start) authentication.
IcePaAuthAccepted a uthentication accepted.
IcePaAuthRejected a uthentication rejected.
IcePaAuthFailed a uthentication &iled.

7. ICE Connections

In order for two dients to establish an ICE connection, one client has toditéngy for connections, and the
other client has to initiate the connectidviost clients will initiate connections, so we discuss that ®rst.

7.1. Openingan ICE Connection
To gpen an ICE connection with another client (that igitwg for connections), useeOpenConnection
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IceConn IceOpenConnectipmetwork _ids_listcontext, must_authenticatenajor_opcode_fwed,
error_length error_string_let)
char network_ids_list
IcePointercontext;
Bool must_authenticate
int major_opcode_lted;
int error_length
char *error_string_et;

network_ids_listSpeci®es the netwk ID(s) of the other client.

context A pointer to an opaque object or NULIUsed to determine if an ICE connection can be
shared (see belg.

must_authenticaté Tr ue, the other client may not bypass authentication.

major_opcode_leedk
Used to force a melCE connection to be created (see blo

error_length Length of the error_string_retgamrment passed in.

error_string_tet Returns a null-terminated error message, ¥t a@fhe error_string_ret gument points to
user supplied memaryNo more than error_length bytes are used.

IceOpenConnectionreturns an opaque ICE connection object if it succeeds; otherwise, it returns NULL.

The netverk_ids_list agument contains a list of netwk IDs separated by commagn attempt will be
made to use the ®rst naivk ID. If that fails, an attempt will be made using the second oD, and so
on. Eachetwork ID has the follwing format:

tcp/<hostname>:<portnumber> or
decnet/<hostname>::<objname> or
local/<hostname>:<path>

Most protocol libraries will hee ome sort of open function that should internally mak @ll into
IceOpenConnection WhenIceOpenConnectionis called, it may be possible to use avasly opened
ICE connection (if the tget client is the sameHowever, there are cases in which shared ICE connections
are not desired.

The contat agument is used to determine if an ICE connection can be shidredhtext is NULL, then
the caller is alays willing to share the connectioif. context is not NULL, then the caller is not willing to
use a preiously opened ICE connection that has &edént non-NULL contet associated with it.

In addition, if major_opcode_check contains a nonzero major opadde, & preiously created ICE con-
nection will be used only if the major opcode is notvactn the connection.This can be used to force
multiple ICE connections betweendwlients for the same protocol.

Any authentication requirements are handled internally by the ICE libraéng method by which the
authentication data is obtained is implementation-dependent.t

After lceOpenConnectionis called, the client is ready to sendPeotocolSetup (provided thatlceRegis-
terForProtocolSetupwas clled) or receie aProtocolSetup (provided thatlceRegisterForProtocolRe-
ply was called).

7.2. Listeningfor | CE Connections

Clients wishing to accept ICE connections must ®rstlcellistenForConnectionsor IceListenForWell-
KnownConnectionsso that thg can listen for connectionsA list of opaque "listen" objects are returned,
one for each type of transport method thatvailable (for xkample, Unix Domain, TCHDECnet, and so
on).

¥ The X Consortiuns ICElib implementation uses an .ICEauthority ®le (see Appendix A).

10
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Normally clients will let ICElib allocate arvailable name in each transport and return listen objestsh

a dient will then uselceComposeNetwrkidList to extract the chosen names and m#iem aailable to
other clients for opening the connectidn. certain cases it may be necessary for a client to listen for con-
nections on pre-arranged transport object narBesh a client may useeListenForWellKnownConnec-

tions to specify the names for the listen objects.

Status IceListendrConnectionsgount_et, listen_objs_et, error_length error_string_et)
int *count_et;
IceListenObj *isten_objs_et;
int error_length
char *error_string_et;

count_et Returns the number of listen objects created.
listen_objs_et Returns a list of pointers to opaque listen objects.
error_length The length of the error_string_regament passed in.

error_string_tet Returns a null-terminated error message, ¥ arhe error_string_ret points to user sup-
plied memory No more than error_length bytes are used.

The return alue oflceListenForConnectionsis zero for &ilure and a posite value for success.

Status IceListendr\WellKnownConnectionggort_id, count_et, listen_objs_et, error_length error_string_et)
char *port_id;
int *count_et;
IceListenObj *isten_objs_et;
int error_length
char *error_string_et;

port_id Speci®es the port identi®cation for the address(es) to be op&hedalue must not con-
tain the slash™{/'") or comma (*,"") character; these are resedvfor future use.

count_et Returns the number of listen objects created.

listen_objs_et Returns a list of pointers to opaque listen objects.

error_length The length of the error_string_regament passed in.

error_string_tet Returns a null-terminated error message, ¥ arhe error_string_ret points to user sup-
plied memory No more than error_length bytes are used.

IceListenForWellKnownConnections constructs a list of netwk IDs by prepending each kmo trans-
port to port_id and then attempts to create listen objects for the rBsutt.id is the portnumbgobjname,
or path portion of the ICE netwk ID. If a listen object for a particular negvk ID cannot be created the
network ID is ignored.If no listen objects are creatéceListenForwWellKnownConnectionsreturns &il-
ure.

The return alue of IceListenForWellKknownConnectionsis zero for &ilure and a posite value for suc-
cess.

To dose and free the listen objects, useFreeListenObjs.

void IceFreeListenObjzount listen_obj9
int count
IceListenObj tisten_objs

11
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count The number of listen objects.
listen_objs The listen objects.

To detect a n& connection on a listen object, uselecton the descriptor associated with the listen object.

To abtain the descriptouse IceGetListenConnectionNumber.

int IceGetListenConnectionNumigdisten_obj
IceListenObjlisten_obj

listen_obj The listen object.

To abtain the netwrk ID string associated with a listen object, issGetListenConnectionString.

char *IceGetListenConnectionStrifigsten_obj
IceListenObjlisten_obj

listen_obj The listen object.

A network ID has the follving format:

tcp/<hostname>:<portnumber> or
decnet/<hostname>::<objname> or
local/<hostname>:<path>

To compose a string containing a list of netw IDs separated by commas (the format recognized by
IceOpenConnectior), uselceComposeNetwrkldList .

char *IlceComposeNetwvkidList (count listen_obj9
int count
IceListenObj tisten_objs
count The number of listen objects.
listen_objs The listen objects.

7.3. HostBased Aithentication for ICE Connections

If authentication dils when a client attempts to open an ICE connection and the initiating client has not
required authentication, a host based authentication procedure maxpheel ito provide a last chance for

the client to connectEach listen object has such a callback associated with it, and this callback is set using
the IceSetHostBasedathProc function.

void IceSetHostBasedAuthPr@isten_obj host_based_auth_gc)
IceListenObjlisten_obj
IceHostBasedAuthPrdwost_based_auth_gqc;

listen_obj The listen object.
host_based_auth_gpc
The host based authentication procedure.

By default, each listen object has no host based authentication procedure associatedPaaimis NULL
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for host_based_auth_proc turn§lodst based authentication if iaw preiously set.

typedef Bool (*IlceHostBasedAuthProc) ();

Bool HostBasedAuthPr¢bost_namg
char *host_name

host_name The host name of the client that tried to open an ICE connection.

The host_name gument is a string in the forprotocol/hosthamewhereprotocol is one of {tcp, decnet,
local}.

If lceHostBasedAithProc returnsTrue, access will be grantedyven though the original authentication
failed. Notethat authentication canfettively be disabled by gistering anlceHostBasedAithProc,
which alvays returnsTr ue.

Host based authentication is also atal atProtocolSetuptime. Thecallback is speci®ed in thieeReg-
isterForProtocolReply function (see section 6 Protocol Rgistration’).

7.4. AcceptinglCE Connections

After a connection attempt is detected on a listen object returnkbigtenForConnections, you should
call lceAcceptConnection This returns a e opaque ICE connection object.

IceConn IceAcceptConnectiflisten_obj status_et)
IceListenObjlisten_obj
IceAcceptStatusstatus_et;

listen_obj The listen object on which aweconnection vas detected.

status_et Return status information.

The status_ret gument is set to one of the fallng values:

IceAcceptSuccess t he accept operation succeeded, and the function returng @on@ection
object.

IceAcceptRailure t he accept operatiomifed, and the function returns NULL.
IceAcceptBadMalloc a memory allocationdiled, and the function returns NULL.

In general, to detect meconnections, you should cadklecton the ®le descriptors associated with the lis-
ten objects.When a n& connection is detected, theeAcceptConnection function should be called.
IceAcceptConnectionmay return a ne ICE connection that is in a pending statdis is because before
the connection can becomalid, authentication may be necessaBgcause the ICE library cannot block
and wait for the connection to becomalid (in®nite blocking can occur if the connecting client does not
act properly), the application musaitfor the connection status to becoraéd:

The following pseudo-code demonstratesviemnnections are accepted:

13



Inter-Client Exchange Library X11, Release 6.7

new_ice_conn = IceAcceptConnection (listen_obj, &accept_status);
if (accept_status != IceAcceptSuccess)

{
}

status = IceConnectionStatus\néce_conn);
time_start = time_n@;

close the ®le descriptor and return

while (status == IceConnectPending)

{

select() on {n&_ice_conn, all open connections}

for (each ice_conn in the list of open connections)
if (data ready on ice_conn)

{ status = IceProcessMessages (ice_conn, NULL, NULL);
if (status == IceProcessMessages|OError)
IceCloseConnection (ice_conn);
}
if (data ready on ne_ice_conn)
{
/*
* | ceProcessMessages is called until the connection
*is mon-pending. Doingo handles the connection
* setup request and gauthentication requirements.
*/
IceProcessMessages \neéce_conn, NULL, NULL);
status = IceConnectionStatus\néce_conn);
}
else
{
if (time_now - time_start > MAX_VAIT_TIME)
status = IceConnectRejected;
}
}
if (status == IceConnectAccepted)
{ Add nev_ice_conn to the list of open connections
}
else
{
IceCloseConnection (ae ice_conn);
}

After IceAcceptConnectionis called and the connection has bealidated, the client is ready to reeeia
ProtocolSetup (provided thatlceRegisterForProtocolReply was called) or send @&rotocolSetup (pro-
vided thatlceRegisterForProtocolSetupwas alled).
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7.5. ClosingICE Connections

To dose an ICE connection created witeOpenConnectionor IceAcceptConnection use IceCloseC-
onnection.

'* IceCloseStatus IceCloseConnectime_cont)
IceConnice_conn

‘ ice_conn The ICE connection to close.

To actually close an ICE connection, the faliog conditions must be met:

The open efelence counmust h&e reached zero on this ICE connectioWhen IceOpenConnec-
tion is called, it tries to use a pieusly opened ICE connectioif it is able to use anxésting con-
nection, it increments the open reference count on the connection bysont close an ICE con-
nection, each call ttceOpenConnectionmust be matched with a call toeCloseConnection The
connection can be closed only on the last calé#CloseConnection

Theactive potocol countmust hae reached zeroEach time aProtocolSetupsucceeds on the con-
nection, the acte grotocol count is incremented by on&/hen the client no longexpects to use
the protocol on the connection, theeProtocolShutdovn function should be called, which decre-
ments the acte protocol count by one (see section &rotocol Setup and Shutdn").

If shutdavn negotiation is enabled on the connection, the client on the other side of the ICE connec-
tion must agree to ka the connection closed.

IceCloseConnectionreturns one of the folleing values:

IceClosedNav t he ICE connection as closed at this timeThe watch procedures werevioked
and the connectionasg freed.

IceClosedASAP an IO aror had occurred on the connectiomy iceCloseConnectionis being
called within a nestetteProcessMessagesThe watch procedures lia keen ivoked & this time,
but the connection will be freed as soon as possible (when the nesghelches zero anidePro-
cessMessageeturns a status déeProcessMessagesConnectionClosed

IceConnectioninUse t he connection as not closed at this time, because it is being used by other
active protocols.

IceStartedShutdovnNegotiation t he connection as not closed at this time and shutdaeyoti-
ation started with the client on the other side of the ICE connedfiiren the connection is actually
closed,IceProcessMessagesill return a status ofceProcessMessagesConnectionClosed

When it is knavn that the client on the other side of the ICE connection has terminated the connection
without initiating shutden negotiation, thelceSetShutdavnNegotiation function should be called to turn
off shutdown negotiation. Thiswill prevent IceCloseConnectionfrom writing to a brokn connection.

'* void IceSetShutdenNegotiation (ce_conn negyotiate)
IceConnice_conn
Bool nggotiate;

ice_conn A valid ICE connection object.
‘ negotiate If False, shutdown negotiating will be turned df

To check the shutden negotiation status of an ICE connection, useCheckShutdavnNegotiation.

'* Bool IceCheckShutdenNegotiation (ce_conp
IceConnice_conn
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ice_conn A valid ICE connection object.

IceCheckShutdavnNegotiation returnsTr ue if shutdavn negotiation will tale dace on the connection;
otherwise, it return§alse. Negotiation is on by defult for a connectionlt can only be changed with the
IceSetShutdavnNegotiation function.

7.6. ConnectionWatch Procedures

To add a vatch procedure that will be called each time ICElib opensiracnanection vialceOpenCon-
nection or lceAcceptConnectionor closes a connection vigeCloseConnection use IceAddConnec-
tionWatch.

Status IceAddConnectiordith vatch_proc, client_datg
IceWatchProavatch_proc;
IcePointerclient_datg

watch_proc The watch procedure tovoke when ICElib opens or closes a connection.
client_data This pointer will be passed to theatgh procedure.

The return alue oflIceAddConnectionWatch is zero for &ilure, and a posite value for success.

Note that seeral calls tolceOpenConnectionmight share the same ICE connectidn.such a case, the
watch procedure is only woked when the connection is ®rst created (after authentication succetids).
larly, because connections might be shared, th&chvprocedure is called only iEeCloseConnection
actually closes the connection (right before the IceConn is freed).

The watch procedures areery useful for applications that need to add a ®le descriptor to a select mask
when a n& connection is created and remeothe ®le descriptor when the connection is desido
Because connections are sharedwkng when to add and reme the ®le descriptor from the select mask
would be di®cult without the vatch procedures.

Multiple watch procedures may begistered with the ICE libraryNo assumptions should be made about
their order of imocation.

If one or more ICE connections were already created by the ICE library at the timatthepwocedure is
registered, the atch procedure will instantly bevioked for each of these ICE connections (with the open-
ing agument set tdr ue).

The watch procedure is of typeeWatchProc.

typedef wid (*IceWatchProc)();

void WatchProcice_connclient_datg opening watch_data)
IceConnice_conn
IcePointerclient_datg
Bool opening
IcePointer tvatch_datg

ice_conn The opened or closed ICE connectioBall IceConnectionNumber to get the ®le
descriptor associated with this connection.

client_data Client data speci®ed in the call kbkeAddConnectionWatch.

opening If True, the connection is being openeld.False, the connection is being closed.

watd_data Can be used to ga a winter to client data.

If opening isTrue, the client should set the “atch_data pointer to grdata it may need to ga wntil the
connection is closed and thetwh procedure iswoked agan with opening set té-alse.
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To remove a vatch procedure, udeeRemoseConnectionWatch.

void IceRem@eConnectionVétch vatch_proc, client_datg
IceWatchProavatch_proc;
IcePointerclient_datg

watch_proc The watch procedure thatas passed ticeAddConnectionWatch.
client_data The client_data pointer thatas passed ttceAddConnectionWatch.

8. Protocol Setup and Shutdwn
To activate a protocol on a gén ICE connection, uskeProtocolSetup

IceProtocolSetupStatus IceProtocolSétog_connmy_opcodeclient_data must_authenticate
major_vesion_let, minor_vesion_let, vendor_et, release_et, error_length error_string_et)
IceConnice_conn
int my_opcode
IcePointerclient_datg
Bool must_authenticate
int *major_vesion_et;
int *minor_vesion_et;
char **vendor_egt;
char **release_et;
int error_length
char *error_string_et;

ice_conn A valid ICE connection object.

my_opcode The major opcode of the protocol to be set up, as returnelddRegisterForProto-
colSetup.

client_data The client data stored in this pointer will be passed tolctkBoProcessMsgPoc call-
back.

must_authenticaté Tr ue, the other client may not bypass authentication.
major_vesion_letThe major ersion of the protocol to be used is returned.
minor_vesion_letThe minor ersion of the protocol to be used is returned.
vendor_et The endor string speci®ed by the protocol acceptor
release_et The release string speci®ed by the protocol acceptor
error_length Speci®es the length of the error_string_rguanent passed in.

error_string_tet Returns a null-terminated error message, ¥t a@fhe error_string_ret gument points to
user supplied memaryNo more than error_length bytes are used.

The wendor_ret and release_ret strings should be freedfmgdwhen no longer needed.
IceProtocolSetupreturns one of the folleing values:

IceProtocolSetupSuccess t he major_ersion_ret, minor_ersion_ret, endor_ret, release_ret are
set.

IceProtocolSetupRilur e or IceProtocolSetuplOError ¢ heck error_string_ret fomaflure reason.
The major_ersion_ret, minor_ersion_ret, @ndor_ret, release_ret are not set.

IceProtocolAlreadyActive t his protocol is already agg o, this connection.The major_er-
sion_ret, minor_grsion_ret, endor_ret, release_ret are not set.
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To notify the ICE library when a gén protocol will no longer be used on an ICE connection, las€ro-
tocolShutdown.

Status IceProtocolShutdm (ice_connmajor_opcodé
IceConnice_conn
int major_opcode
ice_conn A valid ICE connection object.
major_opcode The major opcode of the protocol to shuivdo

The return alue oflceProtocolShutdavn is zero for &ilure and a posite value for success.

Failure will occur if the major opcode as neer regstered OR the protocol of the major opcodesweer
activated on the connectionBy actvated, we mean that BrotocolSetup succeeded on the connection.
Note that ICE does not de®nevheach sub-protocol triggers a protocol shutdo

9. Processing Messages
To process incoming messages on an ICE connectioricaBeocessMessages

IceProcessMessagesStatus IceProcessMeggagaonnreply wait, reply _ready_et)
IceConnice_conn
IceReplyWaitinfo *reply_wait;
Bool *reply_ready et;

ice_conn A valid ICE connection object.

reply_wait Indicates if a reply is beingaited for
reply_ready et If settoTrue on return, a reply is ready

IceProcessMessages used in tw ways:

In the ®rst, a client may generate a message and block by celéRgocessMessagesepeatedly
until it gets its reply

In the second, a client callseProcessMessagesith reply_wait set to NULL in response tgelect
shaving that there is data to read on the ICE connecfidre ICE library may process zero or more
complete messagedlote that messages that are not béackor are aliays processed by woking
callbacks.

IceReplyWaitinf o contains the major/minor opcodes and sequence number of the message for which a
reply is being waited. It also contains a pointer to the reply message to be ®lled in (the protocol library

should cast thidcePointer to the appropriate reply type)n most cases, the reply will ' ©me ®ed-
size part, and the clientaiting for the reply will hae provided a pointer to a structure to hold thise@x
size data.If there is \ariable-length data, it @uld be @pected that thécePoProcessMsgPoc callback
will have © dlocate additional memory and store pointer(s) to that memory in tleel-8ixe structurelf
the entire data isariable length (forxample, a singleariable-length string), then the clienaiting for the
reply would probably just pass a pointer to e@ixsize space to hold a pointand thelcePoProcessMsg-
Proc callback would allocate the storage and store the pairtés the responsibility of the client ree@ig
the reply to free up tmemory allocated on its behalf.

typedef struct {
unsigned long sequence_of request;
int major_opcode_of_request;
int minor_opcode_of_request;
IcePointer reply;

} | ceReplyViitinfo;
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If reply_wait is not NULL andiceProcessMessagebas a reply or error to return in response to this
reply_wait (that is, no callback & generated), then the reply_ready rgtiraent will be set tdr ue.

If reply_wait is NULL, then the caller may also pass NULL for reply_ready_ret and be guaranteed that no
value will be stored in this pointer

IceProcessMessagea®turns one of the folleing values:
IceProcessMessagesSuccesso eror occurred.

IceProcessMessagesIOEar an IO eror occurred, and the caller mustpécitly close the con-
nection by callingceCloseConnection

IceProcessMessagesConnectionClosed he ICE connection has been closed (closing of the con-
nection vas deferred because of shwttlonegyotiation, or because tHeeProcessMessagesesting
level was not zero).Do not attempt to access the ICE connection at this point, since it has been freed.

10. Ping
To £nd a "Ping" message to the client on the other side of the ICE connectioizaRiag.

Status IcePinfjce_connping_reply_poc, client_datg
IceConnice_conn
IcePingReplyProping_reply_poc;
IcePointerclient_datg

ice_conn A valid ICE connection object.

ping_reply_poc The callback to imoke when the Ping reply augs.

client_data This pointer will be passed to theePingReplyProc callback.

IcePing returns zero fordilure and a posite value for success.
When IceProcessMessaggsrocesses the Ping repiywill invoke the IcePingReplyProc callback.

typedef wid (*IcePingReplyProc)();

void PingReplyProgice_connclient_datg
IceConnice_conn
IcePointerclient_datg
ice_conn The ICE connection object.
client_data The client data speci®ed in the callltzPing.

11. UsingICElib Inf ormational Functions

IceConnectStatus IceConnectionStéics_conr)
IceConnice_conn

IceConnectionStatusreturns the status of an ICE connectidie possible returnalues are:

IceConnectRending t he connection is notalid yet (that is, authentication is taking plac&his is
only relevant to connections created ligeAcceptConnection

IceConnectAccepted t he connection has been accept&dis is only relgant to connections cre-
ated bylceAcceptConnection
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IceConnectRejected t he connection had been reject@éat is, authenticatiorafled). Thisis only
relevant to connections created geAcceptConnection

IceConnectlOError an |O aror has occurred on the connection.

char *Ice\éndor {ce_conr)
IceConnice_conn

IceVendor returns the ICE library endor identi®cation for the other side of the connectidhe string
should be freed with a call foeewhen no longer needed.

char *IceReleaggce_conn)
IceConnice_conn

IceReleasereturns the release identi®cation of the ICE library on the other side of the connddimn.
string should be freed with a call toeewhen no longer needed.

int IceProtocol¥rsion {ce_conp
IceConnice_conn

IceProtocolVersion returns the majorersion of the ICE protocol on this connection.

int IceProtocolReision (ice_conp
IceConnice_conn

IceProtocolRevision returns the minorersion of the ICE protocol on this connection.

int IceConnectionNumbéice_conr)
IceConnice_conn

IceConnectionNumberreturns the ®le descriptor of this ICE connection.

char *IlceConnectionStringce_conp
IceConnice_conn

IceConnectionString returns the netark 1D of the client that accepted this connectidime string should
be freed with a call téree when no longer needed.

unsigned long IceLastSentSequenceNurgiber conr)
IceConnice_conn

IceLastSentSequenceNumbereturns the sequence number of the last message sent on this ICE connec-
tion.

unsigned long IceLastRewedlSequenceNumbere_conn
IceConnice_conn

IceLastRecevedSequenceNumbermeturns the sequence number of the last messageaeorithis ICE
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connection.

Bool IceSvapping {ce_conr)
IceConnice_conn

IceSwappingreturnsTr ue if byte swapping is necessary when reading messages on the ICE connection.

IcePointer IceGetComtg(ice_conr)
IceConnice_conn

IceGetContextreturns the coni associated with a connection createddgOpenConnection

12. ICE Messages

All ICE messages Iva a sandard 8-byte headeiThe ICElib macros that read and write messages rely on
the folloving naming cowention for message headers:

CARDS8 major_opcode;
CARDS8 minor_opcode;
CARDS8 data[2];
CARD32length B32;

The 3rd and 4th bytes of the message header can be used as fiéededgth ®eld is speci®ed in units of
8 bytes.

12.1. SendindCE Messages

The ICE library maintains an outputiffer used for generating messag@sotocol libraries layered on top
of ICE may choose to batch messages together and “ush the affftpuabappropriate times.

If an 1O error has occurred on an ICE connection, all write operations will be igrieoetlrther informa-
tion, see section 13 Error Handlind.

To get the size of the ICE outputitfer, use IceGetOutBufSize.

int lceGetOutBufSizgice conn
IceConnice_conn

ice_conn A valid ICE connection object.

To "ush the ICE outputuifer, use IceFlush.

IceFlush{ce_conp
IceConnice_conn

ice_conn A valid ICE connection object.

Note that the outputuffer may be implicitly “ushed if there is inQdient space to generate a message.
The folloving macros can be used to generate ICE messages:
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IceGetHeadeti¢e_connmajor_opcodeminor_opcodeheader_size<C_data_type> pmsg
IceConnice_conn
int major_opcode
int minor_opcode
int header_size
<C_data_type>pmsg

ice_conn A valid ICE connection object.

major_opcode The major opcode of the message.
minor_opcode The minor opcode of the message.
header_size  The size of the message header (in bytes).
<C_data_type> The actual C data type of the message header

pmsg The message header pointéfter this macro is called, the library can store data in the
‘ message header

IceGetHeader is used to set up a message header on an ICE connelttisets the major and minor
opcodes of the message, and initializes the messlegegth to the length of the headéf additional \ari-
able length data folles, the messagelength ®eld should be updated.

'* IceGetHeaderExtrage_connmajor_opcodeminor_opcodeheader_sizeexra, <C_data_type> pmsg pdata)
IceConnice_conn
int major_opcode
int minor_opcode
int header_size
int extra;
<C_data_type>pmsg
char *pdata;

ice_conn A valid ICE connection object.

major_opcode The major opcode of the message.

minor_opcode The minor opcode of the message.

header_size  The size of the message header (in bytes).

exra The size of thexdra data bgond the header (in 8-byte units).
<C_data_type> The actual C data type of the message header

pmsg The message header pointéfter this macro is called, the library can store data in the
message header

pdata Returns a pointer to the ICE outputfier that points immediately after the message
header The \ariable length data should be stored hdfehere was not enough room in
‘ the ICE output bffer, pdata is set to NULL.

IceGetHeaderExtra is used to generate a message with ad®fand relatiely small) amount of ariable
length data.The complete message must ®t in the ICE outptieb

'* IceSimpleMessagédqe_connmajor_opcodeminor_opcodg
IceConnice_conn
int major_opcode
int minor_opcode
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ice_conn A valid ICE connection object.
major_opcode The major opcode of the message.
minor_opcode The minor opcode of the message.

IceSimpleMessagds used to generate a message that is identical in size to the ICE header message, and
has no additional data.

IceErrorHeaderi¢e_connoffending_major_opcodeffending_minor_opcodeffending_sequence_nym
severity, error_class data_length
IceConnice_conn
int offending_major_opcode
int offending_minor_opcode
int offending_sequence_nym
int severity;
int error_class
int data_length

ice_conn A valid ICE connection object.

offending_major_opcode
The major opcode of the protocol in which an erraswletected.

offending_minor_opcode
The minor opcode of the protocol in which an erraswletected.

offending_sequence_num
The sequence number of the message that caused the error

severity IceCanContinue, IceFatalToProtocol, or IceFatalToConnection.
error_class The error class.
data_length Length of data (in 8-byte units) to be written after the header

IceErrorHeader sets up an error message header

Note that the tw dients connected by ICE may be usindetiént major opcodes for avgn protocol. The
offending_major_opcode passed to this macro is the major opcode of the protocol for the client sending the
error message.

Generic errors, which are common to all protocolsehdasses in the range 0x8000..0xFFF¥ee the
Inter-Client Exdvange Protocol standard for more details.

IceBadMinor 0x8000
IceBadState 0x8001
IceBadLength 0x8002
IceBadValue 0x8003

Perprotocol errors hae dasses in the range 0x0000-0k7f
To write data to an ICE connection, use tlceWriteData macro. Ifthe data ®ts into the ICE output

buffer, it is copied there.Otherwise, the ICE outputlffer is "ushed and the data is directly sent.
This macro is used in conjunction witteGetHeaderand IceErr orHeader.
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IceWriteData{ce_connbytes data)
IceConnice_conn

int bytes

char *data;
ice_conn A valid ICE connection object.
bytes The number of bytes to write.
data The data to write.

To write data as 16-bit quantities, useWriteDatal6.

IceWriteDatal6ice_connbytes data)
IceConnice_conn

int bytes

short *data;
ice_conn A valid ICE connection object.
bytes The number of bytes to write.
data The data to write.

To write data as 32-bit quantities, useWriteData32.

IceWriteData32ice_connbytes data)
IceConnice_conn

int bytes

long *data;
ice_conn A valid ICE connection object.
bytes The number of bytes to write.
data The data to write.

X11, Release 6.7

To hypass coping data to the ICE outpuulfer, use IceSendDatato directly send dataver the netvork

connection. Ihecessanthe ICE output bffer is ®rst "ushed.

IceSendData¢e_connbytes (char *) data)
IceConnice_conn

int bytes

char *data;
ice_conn A valid ICE connection object.
bytes The number of bytes to send.
data The data to send.
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To force 32-bit or 64-bit alignment, useeWritePad. A maximum of 7 pad bytes can be speci®ed.

IceWriteRad (ice_connbyteg
IceConnice_conn

int bytes
ice_conn A valid ICE connection object.
bytes The number of pad bytes.

12.2. ReadindCE Messages

The ICE library maintains an inputifber used for reading messagétthe ICE library chooses to perform
nonblocking reads (this is implementation-dependent), thervéoy eead operation that it meg, zero or

more complete messages may be read into the imyffier.bAs a esult, for all of the macros described in

this section that read messages, an actual read operation will occur on the connection only if the data is not
already present in the inputffer.

To get the size of the ICE inputifier, use lceGetInBufSize.

int lceGetInBufSizéice_conn
IceConnice_conn

ice_conn A valid ICE connection object.

When reading messages, care must bentaé check for 10 errorsif any 1O eror occurs in reading &n

part of a message, the message should bemthooit. After using agy of the macros described beldor
reading messages, theeValidlO macro can be used to check if an IO error occurred on the connection.
After an 1O error has occurred on an ICE connection, all read operations will be igRorédrther infor
mation, see section 13Error Handlind.

Bool Ice\alidlO (ice_conr)
IceConnice_conn

The folloving macros can be used to read ICE messages.

IceReadSimpleMessageé¢_conn<C_data_type> pmsg
IceConnice_conn
<C_data_type>pmsg
ice_conn A valid ICE connection object.
<C_data_type> The actual C data type of the message header
pmsg This pointer is set to the message header

IceReadSimpleMessagés used for messages that are identical in size to the 8-byte ICE ,Haadese
the spare 2 bytes in the header to encode additional Nata. that the ICE library alays reads in these
®rst 8 bytes, so it can obtain the major opcode of the messegReadSimpleMessagsimply returns a
pointer to these 8 bytes; it does not actually regddata into the inputddfer.

For a message withariable length data, there areotways of reading the messag@ne method wolves
reading the complete message in one pass UséRpadCompleteMessageThe second methodvalves
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reading the message header (note that this mayder luan the 8-byte ICE header), then reading dnie v
able length data in chunks (skeReadMessageHeadeand IceReadDatd).

IceReadCompleteMessaged_connheader_size<C_data_type> pmsg pdata)
IceConnice_conn
int header_size
<C_data_type>pmsg
char *pdata;

ice_conn A valid ICE connection object.

header_size  The size of the message header (in bytes).
<C_data_type> The actual C data type of the message header

pmsg This pointer is set to the message header

pdata This pointer is set to theaviable length data of the message.

If the ICE input liffer has su®cient spaceJceReadCompleteMessagavill read the complete message
into the ICE input bffer. Otherwise, a bffer will be allocated to hold theaviable length dataAfter the
call, the pdata gument should be cheett agiinst NULL to mak wure that there as su®cient memory to
allocate the bffer.

After calling IceReadCompleteMessageand processing the messadeeDisposeCompleteMessage
should be called.

IceDisposeCompleteMessages_conn pdata)
IceConnice_conn

char *pdata;
ice_conn A valid ICE connection object.
pdata The pointer to theariable length data returned liceReadCompleteMessage

If a buffer had to be allocated to hold thariable length data (because it did not ®t in the ICE inptieb,
it is freed here by ICElib

IceReadMessageHeadmd connheader_size<C_data_type> pmsg
IceConnice_conn
int header_size
<C_data_type>pmsg
ice_conn A valid ICE connection object.
header_size  The size of the message header (in bytes).
<C_data_type> The actual C data type of the message header
pmsg This pointer is set to the message header

IceReadMessageHeadereads just the message head&he rest of the data should be read with the
IceReadData family of macros. This method of reading a message should be used wheratiable
length data must be read in chunks.
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To read data directly into a user suppliedfér, use lceReadData

IceReadData¢e_connbytes pdata)
IceConnice_conn

int bytes
char *pdata;
ice_conn A valid ICE connection object.
bytes The number of bytes to read.
pdata The data is read into this user suppliedfdr.

To read data as 16-bit quantities, useReadDatal6

IceReadDatal6¢e connswap bytes pdata)
IceConnice_conn

Bool swap
int bytes
short *pdatg;
ice_conn A valid ICE connection object.
swap If True, the \alues will be byte sapped.
bytes The number of bytes to read.
pdata The data is read into this user suppliedfdr.

To read data as 32-bit quantities, useReadData32

IceReadData32¢e_connswap bytes pdata)
IceConnice_conn

Bool swap
int bytes
long *pdatg;
ice_conn A valid ICE connection object.
swap If True, the \alues will be byte sapped.
bytes The number of bytes to read.
pdata The data is read into this user suppliedfdsr.

X11, Release 6.7

To force 32-bit or 64-bit alignment, useeReadRad. A maximum of 7 pad bytes can be speci®ed.

IceReadBd (ice_connbyteg
IceConnice_conn

int bytes
ice_conn A valid ICE connection object.
bytes The number of pad bytes.
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13. Error Handling

There are tw default error handlers in ICElib:
One to handle typicallyatal conditions (forxample, a connection dying because a machine crashed)
One to handle ICE-speci®c protocol errors

These error handlers can be changed to-aiggplied routines if you prefer youwa error handling and
can be changed as often as yoe.lik

To st the ICE error handleuse IceSetErrorHandler .

IceErrorHandler IceSetErrorHand{&andler)
IceErrorHandlehandler,

handler The ICE error handlerYou should pass NULL to restore the aldf handler

IceSetErrorHandler returns the prgous error handler

The ICE error handler iswoked when an unepected ICE protocol error (major opcode 0) is encountered.
The action of the dafilt handler is to print anxplanatory message tderr and if the seerity is fatal,

call exit with a nonzero alue. Ifexting is undesirable, the application shouldister its evn error han-
dler.

Note that errors in other protocol domains should be handled by their resgiectiries (these libraries
should hae teir ovn error handlers).

An ICE error handler has the typeloEErrorHandler .

typedef wid (*lceErrorHandler)();

void ErrorHandleice_connswap offending_minor_opcodeffending_sequence_nuyrror_class
severity, valueg
IceConnice_conn
Bool swap
int offending_minor_opcode
unsigned longffending_sequence_nym
int error_class
int severity;
IcePointevalues

ice_conn The ICE connection object.

swap A "ag that indicates if thealues need byte spping.

offending_minor_opcode
The ICE minor opcode of thefehding message.

offending_sequence_num
The sequence number of théenfding message.

error_class The error class of the fehding message.
severity IceCanContinue, IceFatalToProtocol, or IceFatalToConnection.
values Any additional error alues speci®c to the minor opcode and class.

The following error classes are de®ned at the IGflie

IceBadMinor
IceBadState
IceBadLength

28



Inter-Client Exchange Library X11, Release 6.7

IceBadValue

IceBadMajor

IceNoAuth

IceNoVersion
IceSetuphailed
IceAuthRejected
IceAuthFailed
IceProtocolDuplicate
IceMajorOpcodeDuplicate
IceUnknownProtocol

For further information, see tHater-Client Exdange Protocol standard.

To handle &tal I/O errors, usé&ceSetlOErrorHandler .

IcelOErrorHandler IceSetlOErrorHand({éandler)
IcelOErrorHandlehandler,

handler The I/O error handlerYou should pass NULL to restore thealdf handler

IceSetlOErrorHandler returns the prgous 10 error handler
An ICE I/O error handler has the typelo&lOErr orHandler .

typedef wid (*lcelOErrorHandler)();

void IOErrorHandlefice_conrn)
IceConnice_conn

ice_conn The ICE connection object.

There are tw ways of handling 10 errors in ICElib:

In the ®rst, the 10 error handler does whateis necessary to respond to the IO error and then
returns, bt it does not callceCloseConnection The ICE connection is g&n a “bad IO’ status,
and all future reads and writes to the connection are igndileel.next time IceProcessMessageis
called it will return a status diceProcessMessagesIOEar. At that time, the application should
call IceCloseConnection

In the second, the 10 error handler does #ECloseConnection and then uses thiengjmp call to
get back to the applicaticnimain eszent loop. The setjmp andlongjmp calls may not wrk properly
on all platforms, and special care must bectako &oid memory leaks.Therefore, this second
model is less desirable.

Before the application 1/0O error handler isaked, protocol libraries that were interested in being noti®ed
of /O errors will hae their IcelOErr orProc handlers imoked. Thishandler is set up in the protocobre
istration functions (seéceRegisterForProtocolSetup and IceRegisterForProtocolReply) and could be
used to clean up state speci®c to the protocol.

typedef wid (*lcelOErrorProc)();

void IOErrorProgice_conr)
IceConnice_conn

ice_conn The ICE connection object.
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Note that gery IcelOErr orProc callback must returnThis is required because eachaefirotocol must
be noti®ed of the bran connection, and the application 1O error handler mustvbkea afterwards.

14. Multi-Thr eading Support
To declare that multiple threads in an application will be using the ICE lilmseycelnitThr eads

Status IcelnitThread}

The IcelnitThr eads function must be the ®rst ICElib function a multi-threaded program c#llmust
complete before gnother ICElib call is made.lcelnitThr eadsreturns a nonzero status if and only if it
was ale to initialize the threads package successfuliys safe to calllcelnitThr eads more than once,
although the threads package will only be initialized once.

Protocol libraries layered on top of ICElib will\at lock critical sections of code that access an ICE con-
nection (for @ample, when generating messageByo calls, which are generally implemented as macros,
are preided:

IceLockConnice_conp
IceConnice_conn

IceUnlockConnice_conrn)
IceConnice_conn

ice_conn The ICE connection.

To keep an ICE connection loett across seral ICElib calls, applications uskeAppLockConn and
IceAppUnlockConn.

void IceAppLockConifice_conr)
IceConnice_conn
ice_conn The ICE connection to lock.
The IceAppLockConn function completely locks out other threads using the connectionlcafppUn-

lockConn is called. Other threads attempting to use ICElib calls on the connection will blotke pro-
gram has not pwously calledicelnitThr eads IceAppLockConn has no dect.

void IceAppUnlockConifice_conr)
IceConnice_conn

ice_conn The ICE connection to unlock.
The IceAppUnlockConn function allavs other threads to complete ICElib calls on the connection that

were blocled by a preious call tolceAppLockConn from this thread.If the program has not priously
calledIcelnitThr eads IceAppUnlockConn has no déct.

15. Miscellaneoud~unctions

To dlocate scratch space (foxample, when generating messages withiable data), uséceAlloc-
Scratch. Each ICE connection has one scratch space associated withetscratch space startS a$
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empty and gras as neededThe contents of the scratch space is not guaranteed to be pdeatter ap
ICElib function is called.

char *IceAllocScratckice_connsize
IceConnice_conn
unsigned longize
ice_conn A valid ICE connection object.
size The number of bytes required.

Note that the memory returned bgeAllocScratch should not be freed by the calléFhe ICE library will
free the memory when the ICE connection is closed.
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Appendix A

Authentication Utility Functions

As discussed in this document, the means by which authentication data is obtained by the ICE library (for
ConnectionSetupmessages dProtocolSetupmessages) is implementation-dependent.?

This appendix describes some utility functions that manipulate an ICE authorityl @deauthority ®le can
be used to pass authentication data between clients.

The basic operations on the .ICEauthority ®le are:
Get ®le name
Lock
Unlock
Read entry
Write entry
Search for entry

These aredirly low-level operations, and it isxpected that a program, éKiceauth”, would &ist to add,
remove, and display entries in the ®le.

In order to use these utility functions, thEXL/ICE/ICEutil.h > header ®le must be included.
An entry in the .ICEauthority ®le is de®ned by the faling data structure:

typedef struct {
char *protocol_name;
unsigned short protocol_data_length;
char *protocol_data;
char *netvork_id;
char *auth_name;
unsigned short auth_data_length;
char *auth_data;
} | ceAuthFileEntry;

The protocol_name member is eithd€CE" for connection setup authentication or the subprotocol name,
such as 'XSMP". For each entryprotocol speci®c data can be speci®ed in the protocol_data member
This can be used to search for old entries that need to bgeg:imam the ®le.

The netvork_id member is the netwk ID of the client accepting authentication (faample, the netark
ID of a session manageri network ID has the follaving form:

tcp/<hostname>:<portnumber> or
decnet/<hostname>::<objname> or
local/<hostname>:<path>

The auth_name member is the name of the authentication methedauth_data member is the actual
authentication data, and the auth_data_length member is the number of bytes in the data.

2 The X Consortiuns ICEIib implementation assumes the presence of an ICE authority ®le.
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To dbtain the dedult authorization ®le name, useeAuthFileName.

char *IlceAuthFileNam§

If the ICEAUTHORITY ervironment \ariable if set, this alue is returnedOtherwise, the deiult autho-
rization ®le name is SHOME/.ICEauthoritirhis name is statically allocated and should not be freed.

To gynchronously update the authorization ®le, the ®le must beetbekth a call tolceLockAuthFile.
This function taks adentage of thedtct that thelink system call will &il if the name of the me link
already ®ists.

int IceLockAuthFilg Ele_nameetries, timeout dead)
char ®Ele_name

int retries;
int timeout
longdead
Ele_name The authorization ®le to lock.
retries The number of retries.
timeout The number of seconds before each retry
dead If a lock already ®ists that is the speci®ed dead seconds old, it isgorol value of zero

is used to unconditionally break an old lock.

One of three alues is returned:
IceAuthLockSuccess t he lock succeeded.
IceAuthLockErr or a system error occurred, areirno may prae wseful.
IceAuthLockT imeout t he speci®ed number of retriesiléd.

To unlock an authorization ®le, udeeUnlockAuthFile.

void IceUnlockAuthFilgd Ele_nanje
char ®Ele_name

Ele_name The authorization ®le to unlock.

To read the ne entry in an authorization ®le, useeReadAuthFileEntry .

IceAuthFileEntry *IceReadAuthFileEntfauth_Ele
FILE *auth_CEle

auth_(Ele The authorization ®le.
Note that it is the responsibility of the application to open the ®le for reading before calling this futfction.
an error is encountered, or there are no more entries to read, NULL is returned.

Entries should be free with a call lmeFreeAuthFileEntry .

To write an entry in an authorization ®le, useWriteA uthFileEntry .
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Status IceWriteAuthFileEntjauth_®le entry)
FILE *auth_®le
IceAuthFileEntry ®ntry;,
auth_®le The authorization ®le.
entry The entry to write.

Note that it is the responsibility of the application to open the ®le for writing before calling this function.
The function returns a nonzero status if the operat@as successful.

To <=earch the daiult authorization ®le for an entry that matches &emiprotocol_name/net-
work_id/auth_name tuple, udeeGetAuthFileEntry .

IceAuthFileEntry *IceGetAuthFileEnti§protocol _namenetwork_id auth_namg
char *protocol_name
char *network_id
char *auth_name

protocol_name The name of the protocol to search on.
network_id The netvork ID to search on.
auth_name The authentication method to search on.

If lceGetAuthFileEntry fails to ®nd such an entriNULL is returned.

To free an entry returned HgeReadAuthFileEntry or IceGetAuthFileEntry , use IceFreeAuthFileEn-
try .

void IceFreeAuthFileEntrgentry)
IceAuthFileEntry ®ntry;,

entry The entry to free.
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Appendix B

MIT -MAGIC-COOKIE-1 A uthentication

The X Consortiuns ICElib implementation supports a simple MWIAGIC-COOKIE-1 authentication
scheme using the authority ®le utilities described in Appendix A.

In this model, an application, such as a session managfains a magic cookie by callingeGener
ateMagicCookie, and then stores it in the usefbcal .ICEauthority ®le so that local clients can connect.
In order to allev remote clients to connect, some remotecation mechanism should be used to store the
magic cookie in the usarlCEauthority ®le on a remote machine.

In addition to storing the magic cookie in the .ICEauthority ®le, the application needs to dak Jst-
PaAuthData function in order to store the magic cookie in memadryhen it comes time for the MAT
MAGIC-COOKIE-1 authentication procedure to accept or reject the connection, it will compare the magic
cookie presented by the requestor to the magic cookie in memory

char *IlceGenerateMagicCooKiength)
int length;

length The desired length of the magic cookie.

The magic cookie returned will be null-terminatdéimemory can not be allocated for the magic cookie,
the function will return NULL. Otherwise, the magic cookie should be freed with a cdtlde.

To dore the authentication data in memauye IceSetRAuthData. Currently this function is only used
for MIT-MAGIC-COOKIE-1 authentication,ub it may be used for additional authentication methods in the
future.

void IceSetRAuthData fum_entriesentries)
int num_entries
IceAuthDataEntry &ntries

num_entries  The number of authentication data entries.
entries The list of authentication data entries.

Each entry has associated with it a protocol name gample, JICE" f or ICE connection setup authenti-
cation, "XSMP" for session management authentication), a oD for the “accepting’ client, an
authentication name (forxample, MIFMAGIC-COOKIE-1), and authentication dat@he ICE library
will merge these entries with pieusly set entries, based on the (protocol_name,arktwd, auth_name)
tuple.

typedef struct {
char *protocol_name;
char *netvork_id;
char *auth_name;
unsigned short auth_data_length;
char *auth_data;
} | ceAuthDataEntry;
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