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There are numerous possible protocols that can be used for communication among
clients. Thg havemary similarities and common needs, including authentication,
version n@otiation, data typing, and connection managemehe Inter-Client

Exdange (ICE) protocol is intended to prime a framwvork for building such protocols.

Using ICE reduces the compilty of designing ne protocols and alles the sharing of
mary aspects of the implementation.
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1. Purpose and Goals

In discussing aariety of protocols S aisting, under deslopment, and ypothetical S it was noted that
they havemary elements in commonMost protocols need mechanisms for authentication,dtgian
negotiation, and for setting up and takingmoconnections.There are also cases where the sanoe tw
parties need to talk to each other using multiple protodessexample, an embedding relationship
between tw parties is lilely to require the simultaneous use of session management, data,tfaosger
negotiation, and command notiCEcation protocdlile these are logically separate protocols, it is
desirable for them to share as maieces of implementation as possible.

Thelnter-Client Exdange (ICE) protocol preides a generic frameork for building protocols on top of
reliable, byte-stream transport connectioligprovides basic mechanisms for setting up and shuttimgndo
connections, for performing authentication, fogoigating \ersions, and for reporting errorshe

protocols running within an ICE connection are referred to hesalgsotocols. ICE provides fcilities for
each subprotocol to do itsva version ngotiation, authentication, and error reporting.addition, if two
parties are communicating usingyaml different subprotocols, ICE will alothem to share the same
transport layer connection.

2. Owerview of the protocol

Through some mechanism outside ICE parties mak themseles knevn to each other and agree that
they would like to communicate using an ICE subprotoctiLE assumes that this g@ation includes some
notion by which the parties will decide which is thariginating' party and which is theéansweringd'

party The ngotiation will also need to pvide the originating party with a name or address of the
answering party Examples of mechanisms by which parties caneriadmseles knevn to each other are
the X selection mechanism\@&mnment \ariables, and shared Eles.

The originating party (Erst determines whether there idsimg ICE connection between theaparties.

If there is, it can re-use thaisting connection and mre drectly to the setup of the subprotocdi.no ICE
connection gists, the originating party will open a transport connection to the answering party and will
start ICE connection setup.

The ICE connection setup dialog consists of three major parts: byte retlenge, authentication, and
connection informationx&hange. Th&Erst message in each directionByteOrder message telling

which byte order will be used by the sending party in messages that it #dtetsthat, the originating

party sends &£onnectionSetupmessage ging information about itself @hdor name and release
number) and ging a list of ICE ersion numbers it is capable of supporting and a list of authentication
schemes it is willing to accepButhentication is optionallf no authentication is required, the answering
party responds with &onnectionReply message ging information about itself, and the connection setup
is complete.

If the connection setup is to be authenticated, the answering party will respond with an
AuthenticationRequired message instead of@onnectionReply message. Thparties thenxchange
AuthenticationReply and AuthenticationNextPhasemessages until authentication is complete, at which
time the answering party (Enally send€isnectionReply message.

Once an ICE connection is established (onastiag connection reused), the originating party starts
subprotocol ngotiation by sending BrotocolSetupmessage. Thisiessage ges the name of the
subprotocol that the partiesveaagreed to use, along with the ICE major opcode that the originating party
has assigned to that subprotocAlthentication can also occur for the subprotocol, independently of
authentication for the connectio®ubprotocol authentication is optiondd.there is no subprotocol
authentication, the answering party responds wiaocolReply message, ging the ICE major opcode
that it has assigned for the subprotocol.

Subprotocols are authenticated independently of each beoause themay have dffering security
requirements. Ithere is authentication for this particular subprotocol, ksgdace before the answering
party emits theProtocolReply message, and it uses thathenticationRequired, AuthenticationReply,
and AuthenticationNextPhasemessages, just as for the connection authentica@oty when
subprotocol authentication is complete does the answering party sémdtitsolReply message.
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When a subprotocol has been set up and authenticated otparties can communicate using messages
de®ned by the subprotocoEach message hasdwpcodes: a major opcode and a minor opcdskch

party will send messages using the major opcode it has assigneBrati@solSetupor ProtocolReply
message. Thesmcodes will, in general, not be the sarfrer a particular subprotocol, each party will

need to kep track of tw major opcodes: the major opcode it uses when it sends messages, and the major
opcode it pects to see in messages it reegi Theminor opcode alues and semantics are de®ned by

each indvidual subprotocol.

Each subprotocol will hee e or more messages whose semantics are that the subprotocol is to be shut
down. Whethethis is done unilaterally or is performed througlyotétion is de®ned by each subprotocol.
Once a subprotocol is shutwilo, its major opcodes are rewed from use; no further messages on this
subprotocol should be sent until the opcode is reestablishedPratbcolSetup

ICE has adcility to neyotiate the closing of the connection when there are no longectve
subprotocols. Whesither party decides that no subprotocols aregdtican send aVantToClose
message. lthe other party agrees to close the connection, it can simply dbtke.other party &nts to
keep the connection open, it can indicate its desire by replying WiihiGlose message.

It should be noted that the party that initiates the connectiamistessarily the same as the one that
initiates setting up a subprotocdtor example, suppose party A connects to partyPRty A will issue the
ConnectionSetupmessage and party B will respond witiCannectionReplymessage. (The
authentication steps are omitted here fovityg Typically, party A will also issue thé&rotocolSetup
message andkpect aProtocolReply from party B. Once the connection is establishedybeer, dther
party may initiate the mtiation of a subprotocolContinuing this gample, party B may decide that it
needs to set up a subprotocol for communication with partiyaity B would issue thé’rotocolSetup
message andkpect aProtocolReply from party A.

3. DataTypes

ICE messages containveeal types of dataByte order is ngotiated in the initial connection messages; in
general data is sent in the sensl&yte order and the reaer is required to sap it appropriately In order

to support 64-bit machines, ICE messages are padded to multiples of 8Allyaessages are designed so
that ®elds are naturally' aligned on 16-, 32-, and 64-bit boundaride following formula gves the
number of bytes necessary to [Eadytes to the na multiple ofb:

padg, b) = (b- (E modb)) modb

3.1. Primitive Types

Type Name Description

CARDS8 8-bitunsigned intger

CARD16 16-bitunsigned intger

CARD32 32-bitunsigned intger

BOOL False or True

LPCE A character from the X Portable Character Set in Latin

Portable Character Encoding
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3.2. ComplexTypes

Type Name Type
VERSION [Major, minor: CARD16]
STRING LISTofLPCE

LISTof<type> denotes a counted collection of <typ&he exact encoding aries depending on the
contt; see the encoding section.

4. Messagd-ormat
All ICE messages include the foMng information:

Field Type Description

CARDS8 protocolmajor opcode

CARDS8 protocolminor opcode

CARD32 lengthof remaining data in 8-byte units

The ®elds are as follgs:

Protocol major opcode
This speci®es what subprotocol the message is intendetfgor opcode 0 is resezd for ICE
control messageslThe major opcodes of other subprotocols are dynamically assignescrachged
at protocol ngotiation time.

Protocol minor opcode
This speci®es what protocol-speci®c operation is to be perforiawbr opcode 0 is reseed for
Errors; other alues are protocol-speci®c.

Length of data in 8-byte units
This speci®es the length of the information faling the ®rst 8 bytesEach message-type has a
different format, and will need to be separately length-abelinst this alue. Asevay data item
has either anxplicit length, or an implicit length, this can be easily accomplisiivessages that
have oo little or too much data indicate a serious protoaitlife, and should result inBadLength
error

5. Owerall Protocol Description

Every message sent in aven direction has an implicit sequence numisiarting with 1. Sequence
numbers are global to the connection; independent sequence numirertsraamtained for each protocol.

Messages of agen major-opcode (i.e., of a gen protocol) must be responded to (if a response is called
for) in order by the receing party Messages from ddrent protocols can be responded to in arbitrary
order

Minor opcode 0 in\eery protocol is for reporting errorsAt most one error is generated per requést.
more than one error condition is encountered in processing a request, the choice of which error is returned
is implementation-dependent.
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Error
offending-minofopcode CARD8
severity: { CanContinue, FatalToProtocol, FatalToConnection}
sequence-numberCARD32
class CARD16
value(s) <dependent on major/minor opcode and class>

This message is sent to report an error in response to a messageyfotaol. TheErr or message
exists in all protocol majeopcode spaces; it is miropcode zero invery protocol. The minor opcode of
the message that caused the error is reported, as well as the sequence number of thafline sssgiy
indicates the sendsrbehavior following the identi®cation of the errolCanContinue indicates the sender
is willing to accept additional messages for this proto€@talToProcotol indicates the sender is
unwilling to accept further messages for this protoctlthat messages for other protocols may be
accepted.FatalToConnectionindicates the sender is unwilling to accept further messages foryan
protocols on the connectiofThe sender is required to conform to speci®e@rtg conditions for generic
and ICE (major opcode 0) errors; see Sections 6.1 and’ Be2class de®nes the generic class of error
Classes are speci®ed separately for each protocol (nuragrgswcan mean @#frent things in dferent
protocols). Theerror\alues, if al, and their types &ry with the speci®c error class for the protocol.

6. ICE Control Subprotocol S Major Opcode 0

Each of the ICE control opcodes is describedweldlost of the messagesvsaalditional information
included bgond the description ale. The additional information is appended to the message header and
the length ®eld is computed accordingly

In the following message description&:xpected errorsi ndicates errors that may occur in the normal
course of geents. Othelerrors (in particulaBadMajor , BadMinor , BadState, BadLength, BadValue,
ProtocolDuplicate, and MajorOpcodeDuplicate) might occur but generally indicate a serious
implementationdilure on the part of the errant peer

ByteOrder
byte-oder: { MSBErst LSBErs}

Both parties must send this message before sendyngitaer, including errors.This message speci®es the
byte order that will be used on subsequent messages sent by this party

Note: Ifthe recerer detects an error in this message, it must be sure to sen¢hiByteOrder message
before sending th&rr or.

ConnectionSetup
versions LISTofVERSION
must-authenticate BOOL
authentication-potocol-names LISTofSTRING
vendor. STRING
release STRING

ResponsesConnectionReply, AuthenticationRequired. (See note)

Expected errorsNoVersion, SetupFRailed, NoAuthentication, AuthenticationRejected,
AuthenticationFailed.

The party that initiates the connection (the one that doexthmnect()) must send this message as the
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second message (aftByteOrder) on gartup.

Versions gves a Ist, in decreasing order of preference, of the protoerdions this party is capable of
speaking. Thislocument speci®es majoenrsion 1, minor grsion 0.

If must-authenticate i3r ue, the initiating party demands authentication; the accepting parggpick an
authentication scheme and uselit.this case, the onlyalid response iwthenticationRequired.

If must-authenticate ifalse, the accepting party may choose an authentication mechanism, use a host-
address-based authentication scheme, or skip authenticefioen must-authenticate False,
ConnectionReply and AuthenticationRequired are both alid responseslf a host-address-based
authentication scheme is usédithenticationRejected and AuthenticationFailed errors are possible.

Authentication-protocol-names speci®egossibly null, if must-authenticate False) list of
authentication protocols the party is willing to perforthmust-authenticate i$r ue, presumably the party
will offer only authentication mechanisms alilng mutual authentication.

Vendor gves the name of theandor of this ICE implementation.
Release gies the release identi®er of this ICE implementation.

AuthenticationRequired
authentication-potocol-index: CARDS
data: <speci®c to authentication protocol>

Response:AuthenticationReply.
Expected errors:AuthenticationRejected, AuthenticationFailed.

This message is sent in response @oanectionSetupor ProtocolSetupmessage to specify that
authentication is to be done and what authentication mechanism is to be used.

The authentication protocol is speci®ed by a 0-based iimde the list of names gén in the
ConnectionSetupor ProtocolSetup Any protocol-speci®c data that might be required is also sent.

AuthenticationReply
data: <speci®c to authentication protocol>

ResponsesAuthenticationNextPhase ConnectionReply, ProtocolReply.
Expected errors:AuthenticationRejected, AuthenticationFailed, SetupFailed.

This message is sent in response téathenticationRequired or AuthenticationNextPhasemessage, to
supply authentication data as de®ned by the authentication protocol being used.

Note that this message is sent by the party that initiated the curgatitien B the party that sent the
ConnectionSetupor ProtocolSetupmessage.

AuthenticationNextPhaseindicates that more is to be done to complete the authenticéfitre
authentication is complet€onnectionReplyis appropriate if the current authentication handslisihe
result of aConnectionSetup and aProtocolReply is appropriate if it is the result ofRrotocolSetup

AuthenticationNextPhase
data: <speci®c to authentication protocol>

Response:AuthenticationReply.
Expected errors:AuthenticationRejected, AuthenticationFailed.

This message is sent in response téathenticationReply message, to supply authentication data as
de®ned by the authentication protocol being used.
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ConnectionReply
version-inde:: CARD8
vendor. STRING
release STRING

This message is sent in response @oanectionSetupor AuthenticationReply message to indicate that
the authentication handsteals complete.

Version-inde gives a Gbased indeinto the list of ersions dered in theConnectionSetupmessage; it
speci®es theersion of the ICE protocol that both parties should speak for the duration of the connection.

Vendor gves the name of theandor of this ICE implementation.
Release gies the release identi®er of this ICE implementation.

ProtocolSetup
protocol-name STRING
major-opcode CARDS8
versions LISTofVERSION
vendor. STRING
release STRING
must-authenticate BOOL
authentication-potocol-names LISTofSTRING

ResponsesAuthenticationRequired, ProtocolReply.

Expected errorsUnknownProtocol, NoVersion, SetupFailed, NoAuthentication,
AuthenticationRejected, AuthenticationFailed.

This message is used to initiategyoBation of a protocol and establishyamthentication speci®c to it.
Protocol-name ges the name of the protocol the party wishes to speak.

Major-opcode gies the opcode that the party will use in messages it sends.

Versions gves a Ist of version numbers, in decreasing order of preference, that the party is willing to speak.

Vendor and release are identi®cation strings with semantics de®ned by the speci®c protocol being
negotiated.

If must-authenticate i3r ue, the initiating party demands authentication; the accepting parggpick an
authentication scheme and uselit.this case, the onlyalid response iwthenticationRequired.

If must-authenticate ifalse, the accepting party may choose an authentication mechanism, use a host-
address-based authentication scheme, or skip authenticefioen must-authenticate False,

ProtocolReply and AuthenticationRequired are both alid responseslf a host-address-based
authentication scheme is usédithenticationRejected and AuthenticationFailed errors are possible.

Authentication-protocol-names speci®egossibly null, if must-authenticate False) list of
authentication protocols the party is willing to perforthmust-authenticate i$r ue, presumably the party
will offer only authentication mechanisms allng mutual authentication.
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ProtocolReply
major-opcode CARDS8
version-inde:: CARD8
vendor. STRING
release STRING

This message is sent in response Ry@ocolSetupor AuthenticationReply message to indicate that the
authentication handshaks complete.

Major-opcode gies the opcode that this party will use in messages that it sends.

Version-inde gives a Gbased indeinto the list of ersions diered in theProtocolSetupmessage,; it
speci®es theersion of the protocol that both parties should speak for the duration of the connection.

Vendor and release are identi®cation strings with semantics de®ned by the speci®c protocol being
negotiated.

Ping
Response:PingReply.

This message is used to test if the connection is still functioning.
PingReply
This message is sent in response Rirgy message, indicating that the connection is still functioning.

WantToClose
ResponsesWantToClose NoClose ProtocolSetup

This message is used to initiate a possible close of the connethiersending party has noticed that, as a
result of mechanisms speci®c to each protocol, there are me gtiocols left. There are four possible
scenarios arising from this request:

(1) Thereceving side noticed too, and has already seWamtToClose On receving a WantToClose
while already attempting to shutwln, each party should simply close the connection.

(2) Thereceving side hast'noticed, lut agrees.lt closes the connection.

(3) Thereceving side has #rotocolSetup “in «ight," i n which case it is to ignor#/antToCloseand
the party sendingVantToCloseis to abandon the shutda attempt when it recegs the
ProtocolSetup

(4) Thereceving side vants the connectiorebt open for some reason not speci®ed by the ICE protocol,
in which case it sendsoClose

See the state transition diagram for additional information.

NoClose

This message is sent in response YantToClosemessage to indicate that the responding party does not
want the connection closed at this timEhe recering party should not close the connectidtither party
may a@in initiate WantToCloseat some future time.
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6.1. GenericErr or Classes

These errors should be used by all protocols, as applicBtéCE (major opcode O¥atalToProtocol
should be interpreted &atalToConnection.

BadMinor
offending-minofopcode <ary>
severity: FatalToProtocol or CanContinue (protocol's dscretion)
values (none)

Receved a nessage with an unkmm minor opcode.

BadState
offending-minoropcode <ary>
severity: FatalToProtocol or CanContinue (protocol's dscretion)
values (none)

Receved a nessage with aalid minor opcode which is not appropriate for the current state of the protocol.

BadLength
offending-minofopcode <ary>
severity: FatalToProtocol or CanContinue (protocol's dscretion)
values (none)

Receved a nessage with a bad lengtfthe length of the message is longer or shorter than required to
contain the data.

BadValue
offending-minofopcode <ary>
severity: CanContinue

values CARD32 Byte ofset to ofending \alue in ofending message
CARD32 Length of dending \alue
<varies> Ofending \alue

Receved a nessage with a badilue speci®ed.

6.2. ICEError Classes
These errors are all major opcode 0 errors.

BadMajor
offending-minoropcode <ary>
severity: CanContinue
values CARDS8 Opcode

The opcode gen is ot one that has beengistered.
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NoAuthentication
offending-minoropcode ConnectionSetup ProtocolSetup

severity: ConnectionSetup® FatalToConnection
ProtocolSetup® FatalToProtocol

values (none)

None of the authentication protocoldevéd are wailable.

NoVersion
offending-minoropcode ConnectionSetup ProtocolSetup

severity: ConnectionSetup® FatalToConnection
ProtocolSetup® FatalToProtocol

values (none)

None of the protocolersions diered are w@ailable.

SetupFailed
offending-minoropcode ConnectionSetup ProtocolSetup AuthenticationReply

severity: ConnectionSetup® FatalToConnection
ProtocolSetup® FatalToProtocol
AuthenticationReply ® FatalToConnection if authenticating a connection, otherwise
FatalToProtocol

values STRING reason

The sending side is unable to accept the cannection or n& protocol for a reason other than
authenticationdilure. Typically this error will be a result of inability to allocate additional resources on the
sending side The reason ®eld will ge a uman-interpretable messageiding further detail on the type

of failure.

AuthenticationRejected

offending-minoropcode AuthenticationReply, AuthenticationRequired,
AuthenticationNextPhase

severity: FatalToProtocol
values STRING reason

Authentication rejectedThe peer hasfled to properly authenticate itselfhe reason ®eld will ge a
human-interpretable messagepding further detail.

AuthenticationFailed

offending-minoropcode AuthenticationReply, AuthenticationRequired,
AuthenticationNextPhase

severity: FatalToProtocol
values STRING reason

Authentication &iled. AuthenticationFailed does not imply that the authenticatioaswejected, as
AuthenticationRejecteddoes. Instead means that the sendeagvunable to complete the authentication
for some other reasor{For instance, it may wva been unable to contact an authenticationesgni he
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reason ®eld will gie a luman-interpretable message \iding further detail.

ProtocolDuplicate
offending-minofopcode ProtocolSetup
severity: FatalToProtocol (but see note)
values STRING protocol name

The protocol name as already gistered. Thiss fatal to the hew'" protocol being set up by
ProtocolSetup but it does not déct the &isting registration.

MajorOpcodeDuplicate
offending-minofopcode ProtocolSetup
severity: FatalToProtocol (but see note)
values CARDS opcode

The major opcode speci®edwalready m@gistered. Thiss fatal to the hew" protocol being set up by
ProtocolSetup but it does not déct the &isting registration.

UnknownProtocol
offending-minofopcode ProtocolSetup
severity: FatalToProtocol
values STRING protocol name

The protocol speci®ed is nhot supported.

7. StateDiagrams
Here are the state diagrams for the party that initiates the connection:

start
connect to other end, seByteOrder, ConnectionSetup— conn_wait

conn_wait
recevve ConnectionReply — stasis
receve AuthenticationRequired — conn_authl
receve Error — quit
receve <other>, senderr or — quit

conn_authl
if good auth data, senduthenticationReply — conn_auth2
if bad auth data, serirr or — quit

conn_auth2
recevve ConnectionReply — stasis
recevve AuthenticationNextPhase— conn_authl
receve Error — quit
receve <other>, senderr or — quit

10
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Here are top-hel state transitions for the party that accepts connections.
listener

accept connectio® init_wait
init_wait

receve ByteOrder, ConnectionSetup® auth_ask

receve <other>, sencerr or ® quit

auth_ask
sendByteOrder, ConnectionReply® stasis
sendAuthenticationRequired ® auth_wait
sendError ® quit

auth_wait
receve AuthenticationReply ® auth_check
receve <other>, sencrr or ® quit

auth_check
if no more auth needed, se@@nnectionReply® stasis
if good auth data, sentluthenticationNextPhase® auth_wait
if bad auth data, seridrr or ® quit

Here are the top-lel state transitions for all parties after the initial connection establishment subprotocol.

Note: thisis not quite the truth for branches out from stasis, in that multipkergations can be
interleaved on the connection.

stasis
sendProtocolSetup® proto_wait
receve ProtocolSetup® proto_reply
sendPing ® ping_wait
receve Ping, sendPingReply ® stasis
receve WantToClose® shutdown_attempt
receve <other>, sencErr or ® stasis
all protocols shut dan, sendWantToClose® close_wait

proto_wait
receve ProtocolReply ® stasis
receve AuthenticationRequired ® give_authl
receve Err or, give up on this protoca® stasis
recevve WantToClose® proto_wait

give_authl
if good auth data, sendluthenticationReply ® give auth2
if bad auth data, seridrr or, give up on this protoca® stasis
receve WantToClose® give_authl

give_auth2
receve ProtocolReply ® stasis
receve AuthenticationNextPhase® give authl
receve Error, give up on this protoca® stasis
receve WantToClose® give_auth2

proto_reply
sendProtocolReply ® stasis
sendAuthenticationRequired ® take_authl
sendErr or, give up on this protoca® stasis

11
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take authl

receve AuthenticationReply ® take_auth2
receve Err or, give up on this protoca® stasis

take _auth2

if good auth dat® take_auth3
if bad auth data, seridrr or, give up on this protoca® stasis

take _auth3

if no more auth needed, seRdotocolReply ® stasis
if good auth data, sentluthenticationNextPhase® take authl
if bad auth data, seridrr or, give up on this protoca® stasis

ping_wait

quit

receve PingReply ® stasis

® close connection

Here are the state transitions for shutting/idéhe connection:

shutdown_attempt

if want to stay alie anyway, endNoClose® stasis
else® quit

close_wait

receve ProtocolSetup® proto_reply
receive NoClose® stasis

receve WantToClose® quit
connection clos® quit

8. Protocol Encoding

X11,Release 6.7

In the encodings belg the ®rst column is the number of bytes occupi€te second column is either the
type (if the \alue is ariable) or the actuakue. Thehird column is the description of thalue (e.g., the
parameter name)Recevers must ignore bytes that are designated as unused or pad bytes.

This document describes majarsion 1, minor grsion 0 of the ICE protocol.

LISTof<type> indicates some number of repetitions of <type>, with no additional paddiegaumber of
repetitions must be speci®ed eldere in the message.

8.1. Primitive Types

Type Name Length (bytes) Description

CARDS8 1 8-bit unsigned intger

CARD16 2 16-bit unsigned intger

CARD32 4 32-bit unsigned intger

LPCE 1 A character from the X Portable Character Set in Latin Porta-

ble Character Encoding

12
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8.2. Enumerations

Type Name Value Description
BOOL 0 False
1 True

8.3. CompoundTypes

Type Name Length (bytes) Type Description
VERSION
2 CARD16 Majorversion number
2 CARD16 Minorversion number
STRING
2 CARD16 lengthof string in bytes
n LISTofLPCE string
p unused, p = pad(n+2, 4)

8.4. ICE Minor opcodes

Message Name Encoding

Error

ByteOrder
ConnectionSetup
AuthenticationRequired
AuthenticationReply
AuthenticationNg&tPhase
ConnectionReply
ProtocolSetup
ProtocolReply

Ping

PingReply
WantToClose

NoClose

e =
NHO“’oo\,@U-._,;wNHO

13
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8.5. Messagé&ncoding

LISTofSTRING
LISTofVERSION

Error
1 CARDS8
1 0
2 CARD16
4  (n+p)/8+1
1 CARDS8
1
0
1
2
2
4  CARD32
n  <varies>
p
ByteOrder
1 0
1 1
1
0
1
1
4 0
ConnectionSetup
1 0
1 2
1 CARDS8
1 CARDS8
4  (i+j+k+m+p)/8+1
1 BOOL
7
[ STRING
] STRING
k
m
p

AuthenticationRequired

T SONRMRRRER

0
3
CARDS8

(n+p)/8+1
n

varies>

X11,Release 6.7

majoropcode
Eror
class
length
offending-minoropcode
evaity:
CanContinue
FatalToProtocol
FatalToConnection
unused
sequencaumber of erroneous message
\alue(s)
pad, p = pad(n,8)

ICE
ByteOrder
byte-order:
LSB®rst
MSB®rst
unused
length

ICE

GonnectionSetup

Numberof versions diered
Numberof authentication protocol namedered
length

must-authenticate

unused

vendor

release
authentication-protocol-names
\ersion-list

unused, p = pad(i+j+k+m,8)

ICE

AuthenticationRequired
authentication-protocol-inde
unused

length

length of authentication data
unused

data

unused, p = pad(n,8)

14
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AuthenticationReply
1 o0
4

1

2

4  (n+p)/8+1
2 n

6

n

varies>
p

AuthenticationNextPhase
0
5

(n+p)/8+1
n

<varies>

ConnectionReply
0
6

CARDS8

(i+j+p)/8
STRING
STRING

T T ~ThRAPRPRPRPRRPS TSONANERPR

ProtocolSetup

0

7

CARDS

BOOL
(i+jtk+m+n+p)/8+1
CARDS

CARDS

STRING
STRING
STRING
LISTofSTRING
LISTofVERSION

TS3IXTTORRPARRRER

ProtocolReply

0

8
CARDS
CARDS
(i+j+p)/8
STRING
STRING

T T AR RRPR

ICE

AuthenticationReply

unused

length

length of authentication data
unused

data

unused, p = pad(n,8)

ICE

AuthenticationNgtPhase
unused

length

length of authentication data
unused

data

unused, p = pad(n,8)

ICE

GonnectionReply
version-inde

unused

length

vendor

release

unused, p = pad(i+j,8)

ICE

FotocolSetup
majoropcode
must-authenticate

length

Numberof versions dered

Numberof authentication protocol namedered

unused
protocol-name
vendor
release

authentication-protocol-names

\ersion-list
unused, p = pad(i+j+tk+m+n,8)

ICE

FotocolReply
version-inde
majoropcode

length

vendor

release

unused, p = pad(i+j, 8)
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Ping

1 0 ICE

1 9 Ang

2 0 wnused

4 0 length
PingReply

1 0 ICE

1 10 PingReply

2 0 wnused

4 0 length
WantToClose

1 0 ICE

1 11 WantToClose

2 0 wnused

4 0 length
NoClose

1 0 ICE

1 12 NoClose

2 0 wnused

4 0 length

8.6. Error Class Encoding

Generic errors hee dasses in the range 0x8000-OxFFEFRd subprotocol-speci®c errors are in the range
0x0000-0x7FFF

8.6.1. GenericErr or Class Encoding

Class Encoding

BadMinor 0x8000
BadState 0x8001
BadLength 0x8002
Bad\alue 0x8003

8.6.2. ICE-speci®cErr or Class Encoding

Class Encoding
BadMajor 0
NoAuthentication 1
NoVersion 2
Setuphiled 3
AuthenticationRejected 4
Authenticationkiled 5
ProtocolDuplicate 6
MajorOpcodeDuplicate 7
UnknownProtocol 8
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Appendix A

A. Modi®cation History

A.1l. Releasé to Release 6.1
Release 6.1 added the ICE X rendem/protocol (Appendix B) and updated the documersion to 1.1.

A.2. Releasé.1 to Release 6.3
Release 6.3 added the listen on wellkngorts feature.
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Appendix B

B. ICE X Rendezwus Potocol

B.1. Introduction

The ICE X rendezous protocol is designed to answer the need posed in Section 2 for one mechanism by
which two dients interested in communicating via ICE are ablextdhhange the necessary information.
This protocol is appropriate foratwo ICE clients who also va X connections to the same X serv

B.2. Owerview of ICE X Rendezwus

The ICE X Rendezwus Mechanism requires clients willing to act as ICE originating parties togistere
the ICE subprotocols thesupport in an ICE_P&TOCOLS property on their topatel window. Clients
willing to act as ICE answering parties then send an ICBTRIROLS X ClientMessageevent to the ICE
originating parties.This ClientMessageevent identi®es the ICE netwvk IDs of the ICE answering party
as well as the ICE subprotocol it wishes to spadiion receipt of this message the ICE originating party
uses the information to establish an ICE connection with the ICE answering party

B.3. RegisteringKnown Protocols

Clients willing to act as ICE originating parties pgster the ICE subprotocols theupport in a list of
atoms held by an ICE_RIR'OCOLS property on their topyel window. The name of each atom listed in
ICE_PROTOCOLS must be of the form ICE_INITIA_pnamewherepnameis the name of the ICE
subprotocol the ICE originating party is willing to speak, asilel be speci®ed in an ICErotocolSetup
message.

Clients with an ICE_INITIAE_pnameatom in the ICE_PTOCOLS property on their topael windows
must respond t&lientMessageevents of type ICE_PRTOCOLS specifying ICE_INITIAE_pname If a
client does not ant to respond to these client messagats, it should remee the ICE_INITIATE_pname
atom from its ICE_PRTOCOLS property or reme the ICE_PRTOCOLS property entirely

B.4. Initiating the Rendezwous

To initiate the rendeaws a client acting as an ICE answering party sends @lieXtMessageevent of

type ICE_PRTOCOLS to an ICE originating partyThis ICE_PROTOCOLS client message contains the
information the ICE originating party needs to identify the ICE subprotocol thedaties will use as well
as the ICE netark identi®cation string of the ICE answering party

Before the ICE answering party sends the client messageiemust de®ne a x& property on one of its
windows. Thistext property contains the ICE answering patZE netvork identi®cation string and will
be used by ICE originating parties to determine the ICE answeringgetyf ICE netvork IDs.

The property nhame will normally be ICE_NETRK_IDS, lut may be apmname of the ICE answering
party's choosing. Thdormat for this t&t property is as follas:

Field Value

type XA_STRING

format 8

value comma-separatéidt of ICE netvork IDs

Once the ICE answering party has established thigpteperty on one of its windes, it initiates the
rendezwous by sending an ICE_RHROCOLS ClientMessageevent to an ICE originating party'top-level
window. This event has the follwing format and must only be sent to wingothat hae pre-registered the
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ICE subprotocol in an ICE_RIR OCOLS property on their topsel window.

Field Value

message_type Atom"ICE_PROTOCOLS"

format 32

data.l[0] Atomidentifying the ICE subprotocol to speak

data.l[1] Timestamp

data.l[2] ICE answering partg'window ID with ICE network IDs text property

data.l[3] Atom naming t&t property containing the ICE answering pat{CE
network IDs

data.l[4] Resergd. Mustbe 0.

The name of the atom in data.l[0] must be of the form ICE_INTHAname wherepnameis the name of
the ICE subprotocol the ICE answering party wishes to speak.

When an ICE originating party rewes aClientMessageevent of type ICE_PRTOCOLS specifying
ICE_INITIATE_pnameit can initiate an ICE connection with the ICE answering partyopen this
connection the client retwes the ICE answering party'ICE netvork IDs from the winde speci®ed in
data.l[2] using the t& property speci®ed in data.l[3].

If the connection attempails for ary reason, the client must respond to the client messege ey
sending a returClientMessageevent to the windw speci®ed in data.l[2].This return gent has the
following format:

Field Value

message_type Atom"ICE_INITIATE_FAILED"

format 32

data.l[0] Atomidentifying the ICE subprotocol requested
data.l[1] Timestamp

data.l[2] Initiating party’s window ID (holding ICE_PROTOCOLYS)
data.l[3] int:reason fordilure

data.l[4] Resered, must be 0

The \alues of data.l[0] and data.l[1] are copied directly from the client messagelee client receied.

The \alue in data.l[2] is the id of the winddo which the ICE_PRTOCOLS.ICE_INITIATE_pname
client messagevent was sent.

Data.l[3] has one of the folldng values:
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Value Encoding Description

OpenFailed 1 The client vas unable to open the connection (e.g. a call to
IceOpenConnection(pfled). Ifthe client is able to distinguish
authentication or authorization errors from general errors, then the
preferred reply iAuthenticationFailed for authorization errors.

AuthenticationFailed 2 Authentication or authorization of the connection or protocol seag w
refused. Thigeply will be given only if the client is able to distinguish
it from OpenFailed; otherwiseOpenFailed will be returned.

SetupFailed 3 The client vas unable to initiate the speci®ed protocol on the
connection (e.g. a call to IceProtocolSetup{lef).

UnknownProtocol 4 The client does not recognize the requested protd@bis represents a
semantic error on the part of the answering party

Refused 5 The client vas in the process of rering ICE_INITIATE_pnamefrom

its ICE_PROTOCOLS list when the client messagaswsent; the client
no longer is willing to establish the speci®ed ICE communication.

Advice to Implementors

Clients willing to act as ICE originating parties must update the ICEDTRROLS property
on their top-lgel windows to include the ICE_INITIAE_pnameatom(s) identifying the ICE
subprotocols thespeak. Themethod a client uses to update the ICEOPRCOLS property
to include ICE_INITIA'E_pnameatoms is implementation dependenit the client must
ensure the inggity of the list to preent the accidental omission ofyastoms preiously in the

list.

When setting up the ICE nedwk IDs text property on one of its windes, the ICE answering party
can determine its comma-separated list of ICE adtwDs by calling IceComposeNetrkldList()
after making a call to IceListeoFConnections(). Themethod an ICE answering party uses to ®nd
the top-leel windows of clients willing to act as ICE originating parties is dependent upon the nature
of the answering partySome may wish to use the approach of requiring the user to click on a
client's window. Others wishing to ®ndxasting clients without requiring user interaction might use
something similar to the XQueryde() method used bys®al freely-available applications.n

order for the ICE answering party to become automaticalyyeaof nev clients willing to originate
ICE connections, the ICE answering party mighister for SubstructureNotifyvents on the root
window of the display When it recaies a SubstructureNotify gent, the ICE answering party can
check to see if it @s the result of the creation of anndient top-level window with an

ICE_PROTOCOLS property

In ary case, before attempting to use this ICE X RendegWMechanism ICE answering parties
wishing to speak ICE subprotoqmiameshould check for the ICE_INITIFE_pnameatom in the
ICE_PROTOCOLS property on a clierst'top-level window. A client that does not include an
ICE_INITIATE_pnameatom in a ICE_PRTOCOLS property on some topvig window should be
assumed to ignor€lientMessageevents of type ICE_PRTOCOLS specifying
ICE_INITIATE_pnamefor ICE subprotocopname

B.5. ICE Subprotocol \Versioning

Although the ersion of the ICE subprotocol could be passed in the client messsgel€E pravides
more a *&ible version ngotiation mechanism than will ®t within a singldientMessageevent. Because
of this, ICE subprotocolersioning is handled within the ICE protocol setup phase.

20



Inter-Client Exchange Piotocol X11,Release 6.7

Example

Clients wish to communicate with each other via an ICE subprotocelrkas "RAP V1.0".

In RAP terminology one partyhe "agent”, communicates with other RAP-enabled
applications on demandihe user may direct the agent to establish communication with a
speci®c application by clicking on the applicat®maindow, or the agent may atch for nev
application windwss to be created and automatically establish communication.

During startup the ICE answering party (the agent) ®rst calls tisiReforProtocolReply() with a
list of the \ersions (i.e., 1.0) of RAP the agent can spédie answering party then calls
IceListenforConnections() follwed by IceComposeNetwkidList() and stores the resulting ICE
network IDs string in a tet property on one of its winas.

When the answering party (agent) ®nds a client with which it wishes to speak, it checks to see if the
ICE_INITIATE_RAP atom is in the ICE_RIR OCOLS property on the cliesttop-level window. If

it is present the agent sends the cletup-level window an ICE_PROTOCOLS client messagevent

as described albe. When the client recees the client messagevent and is willing to originate an

ICE connection using RAR performs an IceRgsterForProtocolSetup() with a list of theeksions

of RAP the client can speakhe client then retriees the agens ICE netvork ID from the property

and windav speci®ed by the agent in the client messagmteand calls IceOpenConnectionffter

this call succeeds the client calls IceProtocolSetup() specifying the RAP prdiagadg this

process, ICE calls the RAP protocol routines that handleaitséon ngotiation.

Note that it is not necessary for purposes of this remdeszthat the client application callyarCElib
functions prior to receipt of the client messagene
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